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A Message from the Editor
Welcome to the spring issue of ACR! It is my great pleasure to announce that we have begun publishing ACR
electronically on a quarterly basis since the last winter. ACR is available to everyone who is interested in the
modern applied computing research methods and trends. This issue includes an invited paper from a group of
prominent researchers and selected papers presented at the 2011 Symposium on Applied Computing (SAC) and
the 2011 Research in Applied Computation Symposium (RACS). The selected papers have been expanded,
revised, and peer-reviewed to be included in the current issue of ACR, and we are proud that all of them are high
quality papers.
We believe ACR provides you with a platform for sharing novel ideas among practitioners and professionals in
numerous fields of applied computing. In addition, we have provided excellent service to many and various
technical communities and to scientific computing society in an extremely productive manner. We will cooperate
with the ACM SIG Governing Board to further expand SIGAPP by increasing membership and developing a new
journal on applied computing in the near future.
I would like to thank the authors for contributing the state-of-the-art methods in their research area. I am grateful
to the highly qualified peer reviewers that coordinated an outstanding lineup of technical paper reviews.
Furthermore, I would like to show my appreciation to the associate editors and to the editorial board members of
ACR. This issue of ACR couldn’t have been published without significant efforts made by everyone, and I take
this opportunity to express my deepest gratitude to them for their dedicated work and continuous support.

Sincerely,

Sung Shin
Editor in Chief & Chair of ACM SIGAPP

Next Issue
The planned release for the next issue of ACR is June 2012.
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ABSTRACT
Hensel code was originally defined by Krishnamurthy, Rao and
Subramanian [1], which was developed from the P–adic number
system first proposed by Hensel in 1900s. The purpose was to
realize exact computation for rational numbers. The Hensel code
arithmetic has been well developed [1, 2, 3], but the problem of
detecting Hensel code overflow and underflow has not been
properly addressed [3]. In this paper, we proposed a method for
Hensel code overflow detection. The method can realize overflow
detection by the prime p and the Hensel code itself. Using this
method, a few digits of the Hensel code will be sacrificed.

Categories and Subject Descriptors
F.2.1 [Numerical Algorithms]: Computation in finite fields

General Term
Algorithms

Keywords
Error-free Computing, Algorithm, Hensel Code, Overflow,
Truncation Error

1. INTRODUCTION
The standard floating point data structure used on computers has
rounding (truncation) error issues for rational number
computation. Hensel code of the P–adic expansion can realize
error free computation for rational numbers [1]. Hensel (1908)
introduced the P–adic arithmetic [4, 5]. Bachman (1964) gave a
computational algorithm for transferring rational number into P–
adic expansion [6]. Young and Gregory (1973) suggested a
residue arithmetic procedure for error free computing [7].
Krishnamurthy, Rao and Subramanian (1974) defined the finite
length P-adic arithmetic named Hensel code [1]. Dixon [8] and
Miola [4] (1982) both found separately an efficient computational
algorithm to reconstruct rational numbers from P–adic expansion,
based on extended Euclid’s algorithm. For this algorithm,
Kornerup and Gregory (1983) gave a more complete explanation
about Farey fractions theory [9]. Koc (2002) pointed out four
research directions on Hensel code. One of them is the detection
of overflow and underflow [3]. Hensel code can be used to
develop a new word-based computer data structure [10]. But for
Hensel code, if the word length is not sufficient for the rational
number it represents, the transformed rational number will be
meaningless. One of the aspects of this problem is to predict the
required word length. Rao (1976) [11] and Dixon (1982) [8] both
gave ways to predict the length of the P-adic expansion for
specific matrix calculation. But for some cases, it is hard to
predict properly when the matrix calculation process is overly
complex. Hensel code is one kind of code, in which a finite P–
adic expansion is mapped to the Farey Rationals [9, 12]. A Hensel
code expansion can be identified as to whether it is overflow, just
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by the prime p and the Hensel code itself. We present in this paper
an easy method for detecting the Hensel code overflow, resulting
in some Hensel code digits being sacrificed.

2. BASIC CONCEPTS
Definition:

β

Let

be

a
rational
number
and
be its P-adic expansion. Then
the finite segment
, where r = n + k
)
+ 1 is called the Hensel code of β and is denoted by (
(
)[2]. Where p is the prime, r is the
length of P-adic sequence, and i is the position of the dot.
Some examples:
(
(

) (
) (

)
)

(
)
If r and p are fixed, any rational number
have a unique Hensel code representation, if it satisfies
|
| √(
) [1].
Hensel code overflow: For Hensel code

(

)

, will

(

)

| √(
, when it satisfies |
) , the rational number,
which the Hensel code represents, cannot be uniquely recovered
by the inverse transformation. In this situation, we call it Hensel
code overflow.
( )
Notation:
( ) will be used to
donate decoding Hensel code x and Hensel code matrix X into
rational number and rational number matrix by first i digits.
For example, we take prime p = 7,
(
)
( )
( )
(
) (
(
) (
(
) (
(

)

(

)

) (
) (
) (

)
)
)

Convert Hensel Code into Rational Number [4, 8 and 13]
The algorithm used to transform Hensel code is based on
Euclidean algorithm. The algorithm was introduced by Dixon [8]
and Miola [4]. Koc did a summary [13]. For a Hensel
code(
),
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4. PROOF

Euclidean Algorithm

The proof of the method will contain two parts.

∑

Part 1:
Overflow happens:
,

(

)

(

)

Before the proof of part 1, let us introduce theorem 1.

,

While
⌊

⌋

(

(

Theorem 1: For any rational number
any prime P, the P-adic sequence
number satisfies that

Begin

)
), given
of the rational

) )

((

For example, take the prime p=7, and a rational number 1/143, its
Hensel code
(
)
Decoding(x, 2) = -1/4
Decoding(x, 3) = 12
Decoding(x, 4) = 17/30
Decoding(x, 5) = 118/67
Decoding(x, 6) = 1/143
Decoding(x, 7) = 1/143
Decoding(x, 8) = 1/143

End
Rational Number

(

)

3. A METHOD FOR THE OVERFLOW
DETECTION
We give a method to detect the Hensel code overflow problem,
just by using the prime p and Hensel code itself. In this method,
each Hensel code should have a verification part k. This part will
be sacrificed on Hensel code overflow detection. For Hensel code
x with P-adic sequence length i + k, if Decoding(x, i ) ≠
Decoding(x, i+k ), then Hensel code overflow happened.

Part 2:

For example of Hensel code x, where
(

Overflow doesn’t happen:

)
).

⏟

Overflow happened, if:
(

)

(

)

)

(

)

(

)

In order to prove Part 2, we make the following guess.
Guess: For any rational number (

Overflow did not happen, if:
(

(

This part cannot be proved. The statement, strictly speaking,
should be that there is a high likelihood, say 99.999999% or more,
(experiment shows that when prime P is large enough, or k is long
enough, it can be 100%), that overflow doesn’t happen, when
Decoding (x, i) = Decoding (x, i + k).

will be treated as
(

(
)
Proof: It is well known that any rational number (
)will have unique Hensel code representation, if it satisfies
|
| √(
) .The theorem 1 can be directly proved from
the above statement. Thus part 1 of theorem 1 is proved.

)

For example: By taking prime p = 7, Hensel codes
x = (.64121144213620046103, 0)
y = (.1033421534, 0)
We take the last 3 digits as verification part,
Decoding(x, 17) = 1/33333
Decoding(x, 20) = 1/33333.

(

)

) , given any

| √(
prime p, with the condition |
) , the P-adic
sequence
of the rational number satisfies:
With the increase of prime p, the probability of
) )
((
)
((
) decreases.
b. If prime p is fixed, then with the increase of k, the
) )
probability of
((
)
((
)decreases.
a.

We cannot prove the guess, but we designed experiments to show
the property.

But, Decoding(y, 7) = -45/53,
Experiment 1:
which is not equal to
Decoding(y, 10) = 908/1545
By our method, we take x as 1/33333. And for y we experienced
an overflow problem.
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Each time, the prime p is fixed. We randomly take 1000 rational
(
)
)|
|
numbers, (
. When
|
| √(
) , we compare whether Decoding(H(P, i+k,
a/b), i ) ≠ Decoding(H(p, i+k, a/b), i+k), i+k ≤ r.

7

If it happens, which means that it is a possible mistake in our
judgment, and we record it as one error.

rational numbers. The percentage of errors is 0 with verification
part k=1 for all the tests.

The following diagrams show that when k = 1 and k = 3, the
primes versus the percentage of errors.

Experiment 2:

verification part k=1, the error percentage

In this experiment, the prime p is fixed, we try to compute the
error rate versus verification part k. Each time, we randomly take
(
)
)|
|
1000 rational numbers (
.
| √(
When|
) , we compare whether Decoding(H(P,
i+k, a/b), i ) ≠ Decoding(H(P, i+k, a/b), i+k), i+k ≤ r. If it
happens, which means that it is a possible mistake for our
judgment, and we record it as one error.

60.0000%
50.0000%
40.0000%

prime p= 3, the error percentage

30.0000%
60.0000%

20.0000%

50.0000%

10.0000%

40.0000%
3
547
1559
11551
21559
31547
41549
51563
151561
251567
351563
451553

0.0000%

Figure 1: k = 1, the primes versus the percentage of errors
vertical axis: error percentage
horizontal axis: prime value
When verification part k = 1, and prime p > 100,000, the
percentage of errors goes down to 0.
verification part k=3, the error Percentage

30.0000%
20.0000%
10.0000%
0.0000%
1 5 9 13 17 21 25 29 33 37 41 45 49
Figure 3: Fix prime p =3, the verification part k versus the
percentage of errors
vertical axis: error percentage
horizontal axis: the value of k
When the prime is p =3, as verification part k >18, the percentage
of errors goes to 0.

18.0000%
16.0000%
14.0000%
12.0000%
10.0000%
8.0000%
6.0000%
4.0000%
2.0000%
0.0000%

prime p=17, the error percentage

12.0000%
10.0000%
8.0000%

3
401
797
1201
1601
2003
2399
8599
16573
24593
32587
40597
48593

6.0000%

Figure 2: k = 3, the primes versus the percentage of errors
vertical axis: error percentage
horizontal axis: prime value
When verification part k = 3, the percentage of errors goes down
to 0 much earlier. When prime p=600 or larger, the percentage of
errors is close to 0.
We also did experiments with prime p =2147483647 fixed, and
(
)
)|
|
choose random rational numbers (
.
For
large
rational
number
(a/b)
with
|
|
, we choose up to 700 elements for P-adic
sequence, which translate to around 700 comparison tests for each
rational number, and we tested more than 2000 very large random
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4.0000%
2.0000%
0.0000%
1 5 9 13 17 21 25 29 33 37 41 45 49
Figure 4: Fix prime p = 17, the verification part k versus the
percentage of errors
vertical axis: error percentage
horizontal axis: the value of k
When we take the prime p =17, as verification pare k > 6, the
percentage of errors goes to 0.

8

5. PRACTICAL CONSIDERATION

300

18900

16291/15757 12600

18900

6929 / 5336

4196 /14407 15751/ 7470

1400

16591/15757 4196 /14407 3147 /14407 12947 / 7091

630

12600

Taking the inverse of Hilbert Matrix [5x5] as an example, if the
prime p=751, verification part k=3, and length r=6, using
Gaussian elimination to get the results as the following:

630
12600

18900 error

error

error

1400

error

error

error

error

630

12600 error

error

error

, we can directly get the matrix inverse

)

(

)(
)(

)
)

From the above formula, the right answer for the inverse of
Hilbert Matrix [5x5] should be the following:
25

300

1050

1400

630

300

4800

18900

26880

12600

1050

18900

79380

117600 56700

1400

26880

117600 179200

630

12600

56700

88200

88200

44100

Comparing the matrix inverse results, we can find that the matrix
inverse has overflow problem, but correct entries of the resulting
matrix can be identified.

Hilbert matrix inverse 5x5

268800

79380

56700

26880

1050

25

5
4
3
2
1
0
630

Property: If the length r is not long enough for a matrix
calculation, we cannot get all the correct answers in the
whole matrix, but we can identify which elements in the
matrix are correct.

1400

1050

(

-117600

From Theorem 2, there is an interesting property when we use
D–K algorithm with this method.

18900 error

(

No Hensel code overflow

Since the P-adic arithmetic [2] calculates from left to right, by the
P-adic arithmetic rules, this theorem can be easily proved.

1050

4800

For a Hilbert matrix
[14]:

Overflow detection

 Decoding  Inv  s  , 6   Decoding  Inv  s  , 7 

 9 36 30 
Decoding

  36 192 180 
 30 180 180 
Theorem 2: Use P-adic arithmetic for rational matrix calculation,
choose r (r ≥ 1) as P-adic sequence length to get the result ; for
the same calculation process, choose r + k (k ≥ 0) as P-adic
sequence length to get the result ; the first r elements on each
P-adic sequence of
are equal to the corresponding r elements
of the P-adic sequence of
, if during both the calculation
processes, no P-adic sequences with elements of all zeros are used
as dividend.

300

300

-300

.6166666, 0  .2400000, 0 
.3630000, 0  .2236666, 0 
.2236666, 0  .5430000, 0 

25

-1400

.2100000, 0 

Inverse

 .6166666, 0 
.2400000, 0 

15751/ 7470 3147 /14407 15749 / 9605

We do not know whether overflow has happened during the
calculation process. By using our method, we can identify the
correct elements in the matrix as the following:

-12600

.4333333, 0  .5444444, 0 
.5444444, 0  .2515151, 0  
.2515151, 0  .3145214, 0 

630

4800

-18900

.1000000, 0 

x  .4333333, 0 
.5444444, 0 

1400

300

We take the prime p=7, we choose the length of Hensel code r = i
+ k, (i = 6, k = 1)
Hensel code

1050

1050

-88200

Our goal is to use Hensel code arithmetic on exact matrix
calculation. We have developed an algorithm called the DixonKrishnamurthy algorithm [9] (D–K algorithm). This algorithm
can do any rational matrix computation using Hensel code
arithmetic. Here is an example of using D–K algorithm and
Hensel code overflowing detection method for matrix inverse
calculation.

25

Figure 5: Hilbert matrix inverse 5 x 5
vertical axis: value of r – k
horizontal axis: value of Hilbert matrix inverse 5 x 5, ordered
from small to large
In Figure 5, the prime p=751, the actual length is r-k, which r is
the total length used for calculation, and k is the verification part
length, (r-k) means the effective length needed for the Hensel
code conversion. The example in this diagram is the exactly
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representation of the rational numbers from the right answers of
the inverse of Hilbert Matrix [5x5].
In this diagram, the horizontal axis shows the exact rational
number results of the inverse of Hilbert matrix [5x5], and the
vertical axis shows the length r-k (k is the verification part), which
| √(
satisfies |
) , from rational number result
(
(
)
). The diagram shows that the longer length r-k,
the more right answers we can identify. If the length r-k>4, then
we will get all the answers correctly.

6. EXPERIMENTS
In our following experiments, prime p=2147483647 is fixed
(which is the largest prime we can use on 64-bits computer
architecture) and verification part k=1. We generate random
(
)
)
square rational matrix 30x30, each element (
|
satisfies |
. We do matrix inverse on the generated
matrix with both the NTL-RationalNumber package and the P–
adic arithmetic package. The RationalNumber package is based
on NTL library [14], which can dynamically represent integers of
any size. The NTL-RationalNumber package can realize exactly
rational number calculation too. We compare the results from
both packages. If one element from the P–adic package passes
Hensel code overflow detection, but it is not equal to the element
from the NTL-RationalNumber package, an error happened. We
also use the NTL-RationalNumber package for comparison to test
the correctness of our P–adic arithmetic.
We have taken 200 random matrices and did 960000 comparisons.
The error rate is 0. We have developed a software package [10, 15]
to do matrix calculation by D-K algorithm and the Hensel code
overflow detection method. This software has been well tested on
matrix calculations so far, and the performance is good.

7. CONCLUSIONS
In this paper, we proposed a method for Hensel code overflow
detection. The method can realize overflow detection by the prime
p and the Hensel code itself. Using this method, a few digits of
Hensel code will be sacrificed. More work needs to be done on
choosing the length of verification part k.

[4] M. Miola. The conversion of Hensel Codes to Their Rational
Equivalents: or How to Solve the Gregory’s Open Problem,
ACM Sigsam bulletin, vol. 16, Issue 4, November 1982.
[5] K. Hensel. Theorie der Algebraischen Zahlen, Teubner,
Leipzig-Stuttgart, 1908.
[6] G. Bachman. Introduction to P–adic Numbers and Valuation
Theory, Academic Press, New York, NY, 1964.
[7] D. M. Young and R. T. Gregory. A Survey of Numerical
Mathematics, Addison Wesley. Reading, Mass, 2 (1973).
[8] J. Dixon. Exact Solution of Linear Equations Using P-adic
Expansions, Numerische Mathematik 40, 137-141 (1982)
Springer- Verlag.
[9] P. Kornerup, R. T. Gregory. Mapping Integers and Hensel
Codes onto Farey Fractions, BIT 23, 9-20, 1983.
[10] X. Li, M. Zhao and C. Lu. Efficient Algorithms and
Implementation for Error-free Computation Using P-adic,
CSNI2011 Proceedings, JeJu, Korea, May 23-24, 2011.
[11] T. M. Rao, K. Subramanian and E. V. Krishnamurthy.
Residue Arithmetic Algorithms for Exact Computation of gInverses of Matrices, SIAM J. NUMER. ANAL. Vol. 13, No.
2, April 1976.
[12] E. V. Krishnamurthy. On the Conversion of Hensel Codes to
Farey Rationals, IEEE Transactions on Computers, vol. C-32,
No. 4, April, 1983.
[13] C. K. Koc. Parallel P-adic Method for Solving Linear
Systems of Equations, Parallel Computing, 23(13):20672074, December 15, 1997.
[14] M. Choi. Tricks or Treats with the Hilbert Matrix, The
American Mathematical Monthly, Vol. 90, No. 5, May, 1983.
[15] V. Shoup, NTL library at: http://shoup.net/ntl/.
[16] R. T. Gregory. The Use of Finite–segment P-adic Arithmetic
for Exact Computation, BIT, 18(3): 282 – 300, 1978.

8. ACKNOWLEDGMENTS
This research project has been funded by the US Air Force Office
of Scientific Research (AFOSR) grants:
FA9550-10-1-0251 and FA9550-11-1-0315.

9. REFERENCES
[1] E. V. Krishnamurthy, T. M. Rao and K. Subramanian. Finite
Segment P–adic Number Systems with Applications to Exact
Computation, Proc. Indian Acad. Sci., 81A(2): 57-79, 1975.
[2] E. V. Krishnamurthy. Matrix Processors Using P-adic
Arithmetic for Exact Linear Computations, IEEE
Transactions on Computers, vol. C-26, No. 7, July 1977.
[3] C. K. Koc. A Tutorial on P-adic Arithmetic, Technical
Report, April 2002, Electrical & Computer Engineering,
Oregon State University Corvallis, Oregon 97331.

APPLIED COMPUTING REVIEW VOL. 12 NO. 1

10

ABOUT THE AUTHORS:

Xinkai Li, a graduate student in the D.Sc. in Information Technology at Towson
University since 2011. His dissertation advisor is Dr. Chao Lu. He received his B.Sc.
in Applied Mathematics from Jinan University/China in 2007, M.Sc. in Applied and
Industrial Mathematics at Towson University in 2011. He has been working on the
AFOSR grant since 2009.

Chao Lu received his B.Sc. from Shandong University/China in 1982, M.Sc. and
Ph.D. in Engineering (E.E.) in 1985 and 1988 respectively from City University of
New York, and he has been with Towson University since 1990, started as an
assistant professor of computer science, and associate professor in 1994 and
professor since 1998. He received US Federal “Excellence in Technology Transfer”
Award and “Alan Berman Research Publications Award” in 2001. Dr. Lu coauthored two books, and more than 60 international journal and conference papers.
His research has been funded by NSF, NRL, AFOSR, DARPA, ONR, NIST and IT
Industry. He was general conference chair for three international conferences: SNPD
2005, SNPD 2006 and SERA2011.
Jon A. Sjogren holds the B.Sc. degree in Mathematics from Oregon State University,
and the Ph.D. degree in Mathematics from University of California, Berkeley. He
also earned the M.Sc. degree in Electrical Engineering from Duke University. He is
a member of the US Federal Service. He served as Program Manager in the
Mathematics and Space Sciences Directorate at the Air Force Office of Scientific
Research (AFOSR) from November 1989 until November 2006, and then transferred
to his present position managing the topic “Sensing, Surveillance and Navigation”
for the Directorate of Physics and Electronics at AFOSR. He is the author of more
than 15 reviewed publications in algebra, analysis, statistical methods and computer
science. He has organized significant meetings and conferences including the 1997
and 1999 “Defense Applications of Signal Processing”, joint U.S. Department of
Defense and Australian DSTO, and “Transformational Communications”, Tucson
(2006), and Dayton (2008).

APPLIED COMPUTING REVIEW VOL. 12 NO. 1

11

Biologically Relevant Association Rules for Classification
of Microarray Data
Luiza Antonie

Kyrylo Bessonov

University of Guelph
Guelph, Canada
lantonie@uoguelph.ca

University of Guelph
Guelph, Canada
kbessono@uoguelph.ca

ABSTRACT
In this paper we investigate a method for classifying microarray
data using association rules. Associative classiﬁers, classiﬁcation
systems based on association rules, show good performance level
while being easy to read and understand. This feature is especially
attractive for biological data where experts can read and validate
the association rules. Relevant features are selected using Support
Vector Machines with Recursive Feature Elimination. These
features are discretized according to their relative expression
levels (upregulated, downregulated or no change) and then they
are used to build an associative classiﬁer. The proposed
combination proves highly accurate for the studied microarray
data collection. In addition, the classiﬁcation rules discovered and
employed in the classiﬁcation process prove to be biologically
relevant. 1

Keywords

microarray data, classiﬁcation, association rules

Categories and Subject Descriptors
I.5.2 [Design Methodology]: Classifier design and evaluation,
feature evaluation and selection, pattern analysis

General Terms
Management, Design, Theory, and Verification.

1. INTRODUCTION
cDNA (dioxy-ribonucleic acids) microarrays [43] allow scientists
to simultaneously monitor global expression of many genes in
samples from diﬀerent population classes, disease states or
experimental conditions. A typical human genome microarray
chip contains thousands of spotted genes also referred as features.
Given low microarray (M) to feature
(N) ratio forming an MxN gene expression matrix, microarray
datasets are high dimensional. One of the main goals of gene
expression data mining is to search for potentially meaningful sets
of highly correlated genes that share common expression proﬁles,
biological roles or map to known biological pathways. Another
goal is to discover sets of marker genes that characterize particular
disease states or experimental condition. Identiﬁcation of putative
marker genes helps biologists to advance their understanding of
the particular biological problem and identify new research gene
targets.

Several data exploration and analysis methods have been
employed or developed to deal with the highly dimensional
microarray data. Many current clustering and classiﬁcation
approaches that mine gene expression data are based on gene
expression proﬁles [17]. They group genes with similar
expression values across classes or experimental conditions [17].
One of the ﬁrst gene clustering methods was proposed by Tamayo
in [46] with application of Self-Organizing Maps (SOMs)
algorithm on gene expression data originated from hematopoetic
cells undergoing diﬀerentiation. SOM successfully grouped genes
into relevant biological clusters [46]. Numerous clustering
methods were proven to be useful to further our understanding of
the relationships that exist between genes and in identiﬁcation of
unknown gene functions [44]. Nevertheless, current clustering
methods provide limited information on relationships that exist
between genes forming a particular cluster.
Identiﬁcation and selection of marker genes that present strikingly
diﬀerent expression proﬁles between two classes for the purpose
of classiﬁcation is another focus of many gene expression
experiments. The aim is to ﬁnd genes that best explain and
discriminate between classes. Many machine learning approaches
address this problem by selecting features that have the biggest
impact on the experimental data and eliminate the ones that have
little or no impact [30]. Typically, features are ranked based on
univariate (gene-bygene) rankings using test statistic such as ttest, ANOVA tables or p-value [31]. The highly correlated
selected features could be biased due to experimental error or
noisy microarray data leading to high levels of misclassiﬁcation
[30]. The optimized feature selection techniques were proposed
including decision boundary based Support Vector Machines with
recursive feature elimination (SVM-RFE) [25].
In this paper we are investigating the use of associative classiﬁers
for microarray data. Relevant features are selected using Support
Vector Machines with Recursive Feature Elimination. These
features are discretized according to their relative expression
levels (upregulated, downregulated or no change) and then they
are used to build an associative classiﬁer. The proposed
combination proves highly accurate for the microarray data
collection considered in this work. In addition, the classiﬁcation
rules discovered and employed in the classiﬁcation process prove
to be biologically relevant.
The contributions of this work is threefold:

1

This work is based on an earlier work: SAC '11 Proceedings of
the 2011 ACM Symposium on Applied Computing, Copyright
2011 ACM 978-1-4503-0113-8/11/03.

•

We investigate the potential of associative classiﬁers for
microarray data; classiﬁcation rules are discovered from
relevant features selected with SVM-RFE [25];

http://doi.acm.org/10.1145/1982185.1982209.
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•

We investigate the length of the patterns discovered and
their inﬂuence on the classiﬁcation performance;

•

We analyze the discovered classiﬁcation rules from a
biological perspective; this analysis shows the
useful¬ness of associative classiﬁers for microarray data
in ad¬dition to being highly accurate.

This paper extends our previous work discussed in [2]. The
remainder of the paper is organized as follows. Section 2 presents
background knowledge on association rules and as¬sociative
classiﬁers. Section 3 introduces the framework that we study in
this paper. Section 4 presents the evaluation techniques and
reports on the results that we obtain. Section 5 discusses our
ﬁndings and makes recommendations to be considered when
associative classiﬁers are used for microarray data.

the object, we can constrain the mining process to generate
association rules that always have as consequent a class label.
That is, the problem consists of ﬁnding the subset of strong
association rules of the form X ⇒ C where C is a class label and X
is a conjunction of features.
The main steps in building an associative classiﬁer when a
training set is given are the following:
1.

Modeling the data into transactions. In this step data is
modeled into transactions to be mined. At this stage
other issues, such as feature selection, can be addressed.
If only certain features are to be considered for the
classiﬁcation model, only those features will be
considered for the transactional model. In addition,
discretization should be performed if some features are
continuous.

2.

Generating the set of classiﬁcation rules (CARs) from
the training set. In this phase association rules of the
form set_of_features ⇒ class_label are discovered by
any association rule mining algorithm. To generate
these rules we modify an association rule mining algorithm by imposing a constraint. The constraint is that the
association rules must have always as consequent a
class label. In this way, a more eﬃcient algorithm is
employed since less candidate items are generated. All
candidate itemsets generated contain a class label and
only the association rules with a class label on the right
hand side are generated. Regardless of the mining
method used, the set of discovered classiﬁcation rules
(CARs) is the same given the same support and
conﬁdence parameters.

3.

Classiﬁcation phase: In this stage a system that can
make a prediction for a new object is built. The challenge here is how to make use of the set of rules from
the previous phase to give a good prediction. Using the
rules to classify a new object means to have a good way
of selecting one or more rules to participate in the
prediction process. CBA [35] classiﬁes a new object
with the class associated with the ﬁrst rule that is applicable and has the highest conﬁdence, while other
associative classiﬁers employ more sophisticated rule
selections [4, 34].

2. PREREQUISITES
This section introduces the background on association rules and
associative classiﬁers, the classiﬁcation method investigated for
the microarray data.
Association rule mining is a data mining task that discovers
relationships between items in a transactional database. The
efficient discovery of such rules has been a major focus in the data
mining research community, given their popularity in market
basket analysis and other applications. From the original apriori
algorithm [1] there have been a remarkable number of variants
and improvements [22].
Formally, frequent pattern mining is deﬁned as follows. Let
I = {i1,i2, ...im} be a set of items. Let D be a set of transactions,
where each transaction T is a set of items such that T ⊆I. A
transaction T is said to contain X, a set of items in I, if X ⊆ T .
An association rule is an implication of the form “X ⇒ Y”, where
X ⊆I,Y ⊆I, and X ∩ Y = Ø. The rule X ⇒ Y has a support s in the
transaction set D if s% of the transactions in D contain X ∪ Y. In
other words, the support of the rule is the probability that X and Y
hold together among all the possible presented cases. It is said that
the rule X ⇒ Y holds in the transaction set D with conﬁdence c if
c% of transactions in D that contain X also contain Y. In other
words, the conﬁdence of the rule is the conditional probability that
the consequent Y is true under the condition of the antecedent X.
The problem of discovering all association rules from a set of
transactions D consists of generating the rules that have a support
and conﬁdence greater than given thresholds. These rules are
called strong rules and represent interesting patterns in data. In
the context of associative classiﬁers, a classiﬁcation rule is a
particular association rule that associates frequent features with a
class label.
Associative classiﬁers discover the strongest classiﬁcation rules in
the dataset and use them to classify new objects.

3. FRAMEWORK AND METHODOLOGY
This section describes the framework in which the microarray
classiﬁcation is performed. It details the methodology used in
every step. An overview of the framework is shown in Figure 1.
The goal of the system is to build an accurate classiﬁer. In order to
reduce dimensionality and to select top-k features, the SVM
method with Recursive Feature Elimination (RFE) as described in
[25] was applied on the whole training set. The classiﬁcation
technique was successfully applied by authors on real datasets

The first reference to using association rules as classification rules
is credited to [5], while the ﬁrst classiﬁer using these association
rules was CBA [35]. The idea is relatively simple. Given a
training set modeled with transactions where each transaction
contains all features of an object in addition to the class label of
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4. EXPERIMENTAL RESULTS
4.1 Datasets and Preprocessing
The leukemia dataset (LK) [23] consisted of 72 bone marrow
tissues: 47 acute lymphoblastic leukemia (class label: ALL) and
25 acute myeloid leukemia (class label: AML) analyzed on
HU6800 Aﬀymetrix microarrays with 6817 features each.
The Lung Cancer (LC) dataset [45] consisted initially of 192
bronchial epithelial tissues obtained from: 102 smokers with lung
cancer (class label: cancer) and 90 smokers without lung cancer
(class label: normal). 47 arrays were removed from data analysis
being considered outliers as discussed below. The ﬁnal dataset
consisted of 72 smokers with lung cancer and 73 smokers without
lung cancer. The Aﬀymetrix HGU133a chips were used with
22215 features each.
The Smokers and Non-Smokers dataset [26] (SNS) measured
gene expression levels of 54675 features (HGU133PLUS2
Aﬀymetrix chip) amongst 37 smokers (class label: S) and 22 nonsmokers (class label: NS).

Figure 1: Microarray Classiﬁcation Framework
yielding highly accurate and biologically relevant classiﬁer genes.
Working with a high dimensional feature space where the number
of features (N) is considerably larger than the number of
microarrays (M) presents challenges of data overﬁtting, resulting
in poorer performance of the SVM decision function as described
in [25]. Feature elimination and ranking is helpful to eﬀectively
reduce dimensionality of the data and increase SVM performance.
We use the same technique to select features for building the
associative classiﬁer.
After the features are selected, the training set is split by class into
positive and negative classes prior to the mining process. This is
done to deal with the class imbalance as presented in [3]. The
class imbalance arises when one of the classes dominates the rest,
which is often the case for biological applications.
Carpenter [40] is an association rule mining algorithm that was
proposed to deal with high dimensional data, especially biological
data. In our framework we are using Carpenter’s implementation
[9] to mine the classiﬁcation rules as described in the previous
section.
The next step in our system is to merge and order the rules mined
from the positive and negative classes. The discovered set of rules
are merged and their overall conﬁdence and support are
calculated. Then they are ordered by conﬁdence, support and rule
length. This set of ordered classiﬁcation rules represents the
associative classiﬁer. In our system we follow CBA’s [35]
classiﬁcation scheme (i.e., classify a new object based on the ﬁrst
rule that applies). That is why the ordering of the rules is
important. If no rule applies to the new object, a default class (i.e.,
the majority class) is predicted as the class label. Once the
associative classiﬁer is built, it is used to classify new instances
based on the discovered classiﬁcation rules. In the next section we
present the details of the data processing and the parameters used
with our system.
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The B-cell chronic lymphocytic leukemia (CLL) dataset [24]
consisted of 41 patients diagnosed with CLL (class label: CLL)
and 11 samples from unaﬀected normal donors (class label:
normal). Data acquisition was done using Aﬀymetrix HGU133A
chips with 22283 features each.
Working with mircroarray data presents biases such as high
dimensionality, unspeciﬁc sample binding, high background
signal levels, relative variation in total mRNA levels across
samples, diﬀerent probe hybridization eﬃciencies, dye effects,
probe spotting eﬀects and others [41]. Thus microarray gene
expression data needs to be preprocessed, cleaned and normalized.
Given that the datasets were obtained with Aﬀymetrix
microarrays, the gene expression data was normalized and cleaned
using the Robust Multi-array Average (RMA) algorithm
implemented speciﬁcally for Aﬀymtrix microarray chips [29].
RMA uses a variety of methods to normalize data including
background subtraction and nonlinear normalization based on
quintiles [8]. The freely available Bioconductor open source
project aﬀy library [7, 20] written in R [15] was used to perform
normalizations for all microarray data. In addition, probe names
were converted to standard gene symbols using annotation tools
for Aﬀymetrix microarrays implemented in the R libraries: Biobase[21], hgu133a.db[10], hgu133plus2.db[11] .

4.1.1 Outlier Removal
One has to take into account the application characteristics before
mining it. In our case, the Lung Cancer dataset contained a series
of outliers. These outliers were removed from analysis, having
lower than average median values and distribution diﬀerences as
shown in Figure 2. In contrast, the high quality normalized
datasets have similar median values across all microarrays. 47
tissue sample microarrays were removed as being considered
outliers. A tissue was considered as outlier if its value was outside
the median by more than 0.5.
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of CARs and to further understanding of the biological relevance
of mined CARs. We used biological processes subsection of Gene
Ontology (GO) database ver 1.2 [47] to annotate each gene found
in each dataset. Each gene was interrogated to ﬁnd corresponding
GO terms in the GO database. To determine signiﬁcant GO terms
corresponding to top k selected genes, the hypergeometric
probability density distribution function implemented in
MATLAB R2010b [14] was used. The p-values calculated for
each term in GO database represent probability of random
occurrence of GO terms. The null hypothesis states that the
number of associated genes to each GO term from the population
of top k selected genes does not diﬀer from the average GO term
frequency corresponding to overall population of genes found in
the whole dataset. The overrepresented signiﬁcant GO terms in
the population of top k genes were identiﬁed with p<0.001.

4.2 Results

Figure 2: Gene Expression Signal -Outlier Removal Lung
Cancer Dataset: Normal -N (top) and Cancerous - C (bottom)
Tissues

4.1.2 Discretization
The ordered feature list from SVM-RFE output was used to order
gene expression matrix and select top-k genes. For all datasets,
top 50 features were selected for the mining process. Each
absolute gene expression value (xi) was discretized according to
three categories: upregulated (+1), no signiﬁcant change in
expression (0) and downregulated (−1) with respect to mean gene
expression value of the other class. If the expression value of
some gene i from class 1 was bigger than mean gene i value
across class 2, a value of +1 was assigned. Otherwise, a value of
−1 was assigned. If the difference in expression of gene i across
two classes did not pass neither lower nor upper thresholds, a
value of 0 was assigned. All threshold values were based on log2
scale to match with the source data. For the LK dataset, the
threshold values were set at xi > 1 and xi < −1 that corresponded to
two fold change in gene expression for the gene to be classiﬁed as
upregulated (+1) or downregulated (−1) with respect to mean
value of the opposite class. For the LC dataset, the upper and
lower bounds of the threshold values were lowered to −0.15 and
+0.15 for more relevant gene expression discretization. The
threshold was lowered to account for low changes in gene
expression levels variation of top 50 selected genes amongst
smokers with and without cancer. For SNS and CLL datasets the
upper and lower bounds of the threshold values were set at −0.25
and +0.25. The discretization preserved gene symbols and
converted absolute expression values into -1, 0, or +1.

4.1.3 Functional Enrichment of Selected Top k Genes
via Gene Ontology (GO) Terms
The top k diﬀerentially expressed genes were analyzed for
functional enrichment in order to identify the most common
shared biological process and function to facilitate interpretation
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We built the associative classiﬁer mining the rules with Carpenter
[9]. We chose to mine 5000 rules for each dataset, thus we varied
the support to reach this number of rules. We split the datasets
into training and testing using 5-fold cross validation. The
reported results are averages of the ﬁve folds. Cross-validation is
a technique used to correctly assess the results of a classiﬁcation
model. Using cross-validation one can better assess the
performance of the classiﬁer and predict how the classiﬁer will
generalize to a new independent data set.
The performance measures used in our evaluation are accuracy,
precision, recall and F-measure. The formula for accuracy is
shown in Equation 1.

𝑎𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =

𝑇𝑃 + 𝑇𝑁
𝑇𝑃 + 𝐹𝑃 + 𝑇𝑁 + 𝐹𝑁

(1)

The TP (true positives) and TN (true negatives) are correct
classiﬁcations. A FP (false positive) occurs when the outcome is
incorrectly predicted as “yes”. A FN (false negative) occurs when
the outcome is incorrectly predicted as “no” when it is actually
”yes”. Given that microarray classiﬁcation problems are generally
characterized by imbalanced classes, accuracy is not suﬃcient to
evaluate the system. Thus we are calculating and presenting
precision, recall and F-measure as well. Their formulas are given
below.

𝑃=

𝑇𝑃
;
𝑇𝑃 + 𝐹𝑃

𝑅=

𝑇𝑃
;
𝑇𝑃 + 𝐹𝑁

𝐹=

2∗𝑃∗𝑅
;
𝑃+𝑅

(2)

Tables 1, 2, 3 and 4 show the results of the associative classiﬁer
performance on the four datasets.
By visually inspecting the classiﬁcation rules for biological
relevance we noticed that the longer rules (rules with more genes
in the antecedent) were more accurate from the classiﬁcation point
of view. Thus we decided to investigate the performance of the
classiﬁer when the length of the rule is varied. We remove the
more general rules (limiting the number of genes in the
antecedent) and we present and discuss the results below.
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Figure 3: Leukemia Dataset Performance

Table 1. Leukemia dataset (LK) Associative
Classiﬁer Performance±Standard Deviation as a function of
antecedent length (L).
L
1
2
3
4
5
6
7
10
20
25

Accuracy
88.85±5.05
91.51±2.6
88.85±5.05
94.18±3.06
95.52±3.77
95.52±3.77
95.52±3.77
92.85±4.33
75.88±5.4
67.39±5.29

Precision
85.76±5.62
88.56±3.67
85.94±4.96
91.86±4.26
93.68±5.28
93.83±5.21
93.83±5.21
90.53±5.96
73.43±4.44
67.01±4.90

Recall
100±0
100±0
100±0
100±0
100±0
100±0
100±0
100±0
100±0
100±0

F-measure
92.24±3.31
93.89±2.11
92.36±2.90
95.71±2.26
96.66±2.80
96.74±2.76
96.74±2.76
94.84±3.26
84.6±2.99
80.15±3.53

Figure 4: Lung Cancer Dataset Performance
Table 2: Lung Cancer dataset (LC) Associative Classiﬁer
Performance±Standard Deviation as a function of antecedent
length(L).
L
Accuracy
Precision
Recall
F-measure
1
99.29±1.43
100±0
98.57±2.86 99.26±1.48
2
99.29±1.43
100±0
98.57±2.86 99.26±1.48
3
99.29±1.43
100±0
98.57±2.86 99.26±1.48
4
100±0
100±0
100±0
100±0
5
99.29±1.43
100±0
98.57±2.86 99.26±1.48
10
91.43±3.64 85.89±5.27 100±0
91.04±3.50
15
71.43±1.43 63.99±4.63 100±0
77.94±3.51
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Figure 5: Leukemia Dataset Performance Smokers and Nonsmokers Dataset (SNS) Performance.
Table 3. Smokers and Non-smokers Dataset (SNS) Associative
Classiﬁer Performance±Standard Deviation as a function of
antecedent length(L)
L
1
2
3
4
5
7
15
30
50

Accuracy
80.61±13.90
89.09±8.91
94.55±7.27
94.55±7.27
100±0
100±0
91.24±5.10
75.98±12.51
57.02±4.19

Precision
85.58±17.66
100±0
100±0
100±0
100±0
100±0
86.92±7.50
70.84±12.45
56.57±3.82

Recall
91.43±11.43
82.86±14
91.43±11.43
91.43±11.43
100±0
100±0
100±0
100±0
100±0

F-measure
86.33±8.6
90±8.16
95.13±6.61
95.13±6.61
100±0
100±0
92.83±4.20
82.32±8.41
72.182±3.17

Figure 6: The B-cell chronic lymphocytic leukemia (CLL)
dataset
Table 4. B-cell chronic lymphocytic leukemia (CLL)
Associative Classiﬁer Performance±Standard Deviation as a
function of antecedent length(L).
L
Accuracy
Precision
Recall
F-measure
1
84.33±22.55 95.78±5.18
85±0
85.77±23.02
2
96.33±4.52 95.78±5.18
100±0
97.16±3.57
3
98±4
97.78±4.44
100±0
98.82±2.35
4
100±0
100±0
100±0
100±0
5
100±0
100±0
100±0
100±0
6
96±0
95.56±5.44
100±0
97.65±2.88
15
92.33±7.42 91.78±7.56
100±0
95.55±4.16
50
85±8.94
84.78±8.83
100±0
91.52±5.02
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Figure 3 shows the performance of the classiﬁer for the Leukemia
dataset, Figure 4 shows the performance of the classiﬁer for the
Lung Cancer dataset, Figure 5 shows the performance of the
classiﬁer for the Smokers and non-smokers dataset and Figure 6
shows the performance of the classiﬁer for B-cell chronic
lymphocytic leukemia (CLL) dataset. It can be observed from the
graphs that the classiﬁcation performance varied between 100%
and 67% across performance indicators when the rule length is
considered. For all datasets the best performance (93% -100%) is
achieved when the minimum number of genes in the classiﬁcation
rules is around 5. This result shows that for this type of data, more
speciﬁc rules (i.e., longer antecedent) are more informative for the
classiﬁcation process. However, the performance starts to
decrease towards 50% or lower when minimum antecedent length
is increased even further. This can happen because the rules
become too speciﬁc and they will not apply to the new instances,
thus making the default rule ﬁre more often and it ends up
misclassifying some of the test cases.
In addition to the performance assessment of each classiﬁer in the
four datasets, further understanding of the dataset context was
achieved by searching for functional enrichment amongst top k
selected genes via ancestral GO maps.
Figure 7 shows a color coded GO map of the ancestors of the
most signiﬁcant GO terms determined after application of
hypergeometric probability density distribution function to
Leukemia dataset(LK) as described in Section 4.1.3. The most
signiﬁcant GO terms describe in detail the biological changes
occurring in acute myeloid leukemia (AML) and acute
lymphoblastic leukemia (ALL) patients. Both types of cancer are
related to abnormal functioning of T and B cells and growth of
tumors that induce formation of blood vessels delivering much
needed oxygen and nutrients. The pathological context was
conﬁrmed by GO terms: GO:46632 alpha-beta T-cell
differentiation, GO:30217 T-cell differentiation, GO:2041
intussusceptive angiogenesis (blood vessel formation and
remodeling) and GO:1775 cell activation. Interestingly, GO terms
60047 and 3015 (Figure 7) link AML and ALL to heart associated
biological processes and might be correlated to heart conditions.
Similar analysis of top k selected genes from Lung Cancer dataset
(LC) (Figure 8) conﬁrmed typical biological processes associated
with constant exposure to toxic chemicals found in cigarette
smoke and suggested changes in immune system proﬁles and even
changes in the Central Nervous System (GO:2000313,
GO:40036). In addition expected typical changes in regulation of
heart growth (GO:60420) and cell fate speciﬁcation (GO:42659
and GO:31345) were highlighted by signiﬁcant ancestral GO
terms.
Figure 9 shows the ancestral GO map of the most signiﬁcant GO
terms found in Smokers and Non-smokers dataset(SNS). The
most signiﬁcant terms shown in the map are related to biological
processes such as regulation of gene transcription (GO:6355),
response to chemical stimulus (GO:42221), response to organic
substance(GO:10033) and response to nutrient levels (GO:31667).
These GO terms describe biological responses to toxic substances
found in cigarette smoke. The ancestral GO map (Figure 9)
successfully provides biological validity and overall context to top
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k selected genes.
The ancestral GO map of the most signiﬁcant GO terms (Figure
10) linked to top k selected genes extracted from the Chronic
Lymphoblastic Leukemia (CLL) Dataset conﬁrms expected
cancer pathology including changes in gene transcription levels
and cell signaling pathways. The most signiﬁcant ancestor GO
terms were related to the following functions: negative regulation
of lipid kinase activity (GO:90219), regulation of transcription
(GO:6355), response to toxins (GO:9636), regulation of BMP
signaling pathway, regulation of aldosterone biosynthesis
(GO:32347). Again, GO terms link CLL pathology and previously
reported alteration of singling in Wnt and BMP pathways [24].

4.3 Discussion of Biological Relevance
4.3.1 Leukemia Dataset

Each individual gene found in each classiﬁer was assessed in the
context of the disease (Leukemia) by reviewing relevant literature.
The combination of genes and their possible interaction was also
considered. Table 5 presents some of the classiﬁcation rules that
are frequently used in the classiﬁcation process. Overall, all genes
in Table 5 were related to leukemia context. For example, both
TCF3 and LYN genes represented by CAR #6 are associated with
B-cell activation and maturation in the context of AML and ALL
pathogenesis [27]. TCF3 codes for a transcription factor involved
in immunoglobulin expression and wnt pathways and was
associated with both ALL and AML classes (CAR #1 and CAR
#4). On the basis of promoter region analysis genes IL7R and
TCF3 in CAR#14 were found to be strongly related. Both genes
have the same regulatory promoter region STAT5A that strongly
suggests gene interaction and interdependency. Increased
expression of TCF3 in pro-B cell ALL patients is associated with
poor prognosis, hypercalcemia and hemorratic complications [37].
Another relevant set of genes reported by CAR #12 are CD33 and
IL7R. Both genes, CD33 and IL7R, control a programmed cell
death, apoptosis. This process is often altered in cancerous cells.
One of the IL7R main functions is to participate in cell signaling
through IL7 binding to IL7R followed by downstream cytokine
signaling with successful development of T-cell receptor (TCR).
Knockout studies in mice showed that IL7R blocks progression of
apoptosis during T-cell differentiation/development [12]. IL7R
was downregulated in AML patients. CD33 codes for a myeloid
cell surface antigen mediating cell-cell adhesion. In-vitro studies
show that blockage of CD33 sharply decreases cell proliferation
and development of myeloid cells. CD33 is suggested as
biomarker of chronic myeloid leukemias [48]. CD33 was
upregulated in AML patients compared to ALL patients. IL7R and
CD33 are interesting biomarker genes represented by CAR#12.
Since the product of both genes is a surface protein embedded in
the cell membrane, it remains to be seen whether antibodyspeciﬁc blockage of these membrane proteins will induce
apoptosis and reduce tumor proliferation.
Interesting interaction between CD33, SRGN, CCND3, CD63 and
IL7R genes is represented by CAR#13 in Table 5. IL8 and LYN
are part of the same cell surface signaling pathway. IL8 is a major
signaling molecule implicated in early inﬂammation response
attracting neutrophils, basophils, and T-cells.
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Figure 7: The ancestral Gene Ontology map of the most signiﬁcant Leukemia Dataset(LK) GO terms. Nodes represent GO terms
and their corresponding IDs. Color codes: Red = high signiﬁcance (p<0.001). Green = low singniﬁcance (p>0.001). GO:46632
alpha-beta T-cell diﬀerentiation; GO:30217 T cell diﬀerentiation; GO:2041 intussusceptive angiogenesis (a novel mode of blood
vessel forma1tion and remodeling); GO:32594 protein transport within lipid bilayer; GO:19516 lactate oxidation; GO:60047 heart
contraction; GO:3015 heart process; GO:6886 intracellular protein transport; GO:15031 protein transport; GO:46907
intracellular transport; GO:1775 cell activation; GO:32502 developmental process.

Figure 8: The ancestral Gene Ontology map of the most signiﬁcant Lung Cancer (LC) Dataset GO terms. Nodes represent GO
terms and their corresponding IDs. Color codes: Red = high signiﬁcance (p<0.001). Green = low singniﬁcance (p>0.001). GO:21952
central nervous system projection neuron axonogenesis; GO:48869 cellular development process; GO:71500 cellular response to
nitrosative stress; GO:6952 defense response; GO:6955 immune response; GO:45087 innate immune response; GO:9682 induced
systematic resistance; GO:35335 peptidyl-tyrosine dephosphorylation; GO:42659 regulation of cell fate speciﬁcation; GO:31345
negative regulation of cell fate speciﬁcation; GO:2000313 regulation of ﬁbroblast growth factor sig¬naling pathway involved in
neural plate anterior/posterior part formation; GO: 9968 negative regulation of signal transduction; GO:32368 regulation of lipid
transport; GO:40036 regulation of ﬁbroblast growth factor receptor signaling pathway; GO:60420 regulation of heart growth.
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Figure 9: The ancestral Gene Ontology map of the most signiﬁcant Smokers and Non-Smokers Dataset(SMS) GO terms. Nodes
represent GO terms and their corresponding IDs. Color codes: Red = high signiﬁcance (p<0.001). Green = low singniﬁcance
(p>0.001). GO:90293 nitrogen catabolism regulation of transcription; GO: 43620 regulation of DNA dependent transcription in
response to stress; GO:34401 regulation of transcription by chromatin organization; GO:6356 regulation of transcription from
RNA polymerase I promoter, GO:6357 regulation of transcription from RNA polymerase II promoter; GO:32784 regulation of
transcription elongation, DNA-dependent; GO:10468 regulation of gene expression; GO:19219 regulation of nucleobase, nucleoside, nucleotide and nucleic acid metabolic process; GO:51716 cellular response to stimulus; GO:31667 response to nutrient
levels; GO:10033 response to organic substance; GO:42221 response to chemical stimulus.

Figure 10: The ancestral Gene Ontology map of the most signiﬁcant Chronic Lymphoblastic Leukemia (CLL) Dataset GO terms.
Nodes represent GO terms and their corresponding IDs. Color codes: Red = high signiﬁcance (p<0.001). Green = low singniﬁcance
(p>0.001). GO:90219 negative regulation of lipid kinase activity; GO:32347 regulation of aldosterone biosynthesis process;
GO:33673 negative regulation of kinase activity; GO:6355 regulation of transcription, DNA-dependent; GO:30510 regulation of
BMP signaling pathway; GO:46686 response to cadmium ion; GO:9636 response to toxin; GO:42221 response to chemical
stimulus; GO:50794 regulation of cellular process; GO:45833 negative regulation of lipid metabolic process.
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Expression of IL8 in oxygen deprived cells from brain tumors was
increased [13]. LYN is a member of eight nonreceptor tyrosineprotein kinases responsible for inter-cellular signaling initiated by
binding of cytokines such as IL8 to the cell surface receptors.
Similar to IL7R, LYN was shown to participate in B-cell
development and proliferation [39]. SRGN is not a part of
signaling pathway shared by IL8 and LYN but associated with
regulation of granule-mediated apoptosis. SRGN codes for a
proteoglycan that is required for storage of crucial apoptotic
granzyme B in T-cells [38]. ALL patients have all of these genes
at lower expression levels compared to AML patients. Even
though, not all genes in CAR#13 were part of the same pathway,
they were related to common theme, apoptosis. All four are highly
relevant and are suitable as candidate biomarker genes in
leukemia classiﬁcation.
Table 5: Leukemia Dataset -Classiﬁcation Rules
CAR
Antecedent
Class
1
TCF3=1 CD33=-1
ALL
2
CD33=-1 CCND3=1
ALL
3
CD33=-1 MYL6B=1
ALL
4
TCF3=-1 CD33=1
AML
5
RIN2=0 MNX1=0
ALL
6
LYN=1 TCF3=-1
AML
7
TCF3=-1 CD33=1
AML
11
IL8=-1 GSTT2=0
ALL
12
CD33=1 SRGN=1 CD63=1
AML
13
CD33=1 LYN=-1 CYFIP2=1
ALL
14
GJA5=0 CD33=1 CCND3=-1
AML

4.3.2 Lung Cancer Dataset

The classiﬁcation rules in Table 6 were assessed in biological
context of the lung cancer. DUSP6, NELL2, DCLRE1C and RGS1
genes represented by CAR#2, CAR#7, CAR#8 and CAR#9 were
of particular interest. The longest CAR#9 is comprised of
aforementioned genes that do not participate in common pathways
but are related functionally. DUSP6 gene encodes for a dual
speciﬁcity protein phosphatase subfamily that deactivates
mitogen-activated protein (MAP) kinases of well known MAPK
signaling pathway associated with cellular proliferation and
differentiation. DUSP6 gene is reported to be involved in
pancreatic cancer and cell cycle control [19]. NELL2 codes for a
protein kinase C-binding protein found in cytoplasm with
epidermal growth factor (EGF) like domains. Similar to DUSP6,
NELL2 is involved in signal propagation through interaction with
MAP kinases such as JNK and ERK. The gene is reported to be
abundantly expressed in brain tumors and supports survival of
neurons [36]. RGS1, regulator of G-protein signaling, is also
involved in signal propagation/control by binding to G-proteins.
RGS1 was over-expressed in melanoma tissues positioning it as a
suitable onco-biomarker [42]. DCLRE1C is not involved in
signaling but in DNA repair. Its main role is to repair cross-linked
DNA strands formed due to DNA reaction with nitrosamines from
cigarette smoke. DCLRE1C was reported in other studies as being
upregulated in lung cancerous tissues as compared to controls
[18]. CAR#9 shows that smokers without cancer are subject to
increased DNA damage mitigated by DCLRE1C increased
expression. Smokers with cancer have DCLRE1C expressed at
lower levels. Meanwhile signal propagation related genes NELL2
and DUSP6 are all downregulated in smokers without cancer
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compared to smokers with cancer as their main role is to decrease
cell proliferation. RGS1 gene was not found to signiﬁcantly
change its expression levels across classes suggesting its
secondary role.
Highly relevant gene CYP2A6 was found in CAR#10. The gene is
one of the main detoxiﬁcation enzymes that was found to be
downregulated in lung cancer individuals exposing them to
increased oxidative stress, DNA-adducts, DNA cross-linking
interfering with transcriptional control. CYP2A6 is one of the
main enzymes in nicotine clearance and is often correlated with
nicotine addiction [28]. Even though CYP2A6 is not directly
related to DUSP6 and NELL2, the genes are relevant in lung
cancer pathogenesis.
Table 6: Lung Cancer Dataset -Classiﬁcation Rules
CAR
Antecedent
Class
1
RGS1=0 DCLRE1C=-1
Cancer
2
RGS1=0 DCLRE1C=-1
Cancer
3
RGS1=0 DCLRE1C=-1
Cancer
4
RGS1=0 GUCA1A=0
Normal
5
RGS1=0 NOP56=1
Normal
6
RGS1=0 GUCA1A=0
Normal
7
RGS1=0 NOP56=1
Normal
8
RGS1=0 C6=-1 DUSP6=-1
Normal
9
RGS1=0 DCLRE1C=-1
Cancer
RGS1=0 DCLRE1C=-1 SPN=-1
DMD=1 NELL2=1 CD55=1
10
Cancer
TMEM59=1 HSP90B1=1
RHOA=1 NOP56=-1 P4HB=1
HYOU1=1 CTSD=-1 SSR1=1

4.3.3 Smokers and Non-Smokers Dataset The dataset
was extracted from the study that assessed the difference in gene
expression in airway epithelium tissue of smokers (class label: S)
and non-smokers (class label: NS) in order to further explain
correlation to body weight loss in heavy smokers [26]. The study
found upregulation of lipolysis genes in chronic smokers
explaining correlation of the body weight loss and smoking. In
order to further evaluate biological validity of our classiﬁer, the
genes found in the classiﬁer were given biological relevance
considerations. The most relevant CARs and the most
representative genes in the context of the dataset are discussed
below (Table 7). Overall, analysis of genes supported previous
ﬁndings and provided additional sub-processes affected by
smoking. Amongst top 200 genes found in our classiﬁer, CYP1B1,
AKR1B10 and C3 were particularly relevant. CYP1B1 is part of
cytochrome P450 family of enzymes responsible for prevention of
genomic DNA damages by scavenging reactive free radicals such
as reactive oxygen species and catalysis of many detoxiﬁcation
reactions. Particularly relevant to the lipolysis context of the
dataset, CYP1B1 is also involved in synthesis of cholesterol,
steroids and other lipids [6]. Thus, upregulation of CYP1B1 in
smokers (see CAR#1) is not surprising as cigarette smoke
contains many toxic chemicals that induce higher levels of
expression of the aforementioned gene. AKR1B10 encodes the
aldose reductase enzyme that was suggested to facilitate cancer
cell growth, detoxiﬁcation of reactive carbonyl ion species and
regulation of fatty acid synthesis in epithelial cells [32].
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Table 7: Smokers and Non-Smokers Dataset Classification
Rules
CAR
Antecedent
Class label
1
S
SFRP2=1 CYP1B1=1 ITLN1=-1
2
S
C3=-1 AKR1B10=1 ITLN1=-1
AKR1C1=1 CBR1=1 GPX2=1
3
S
UCHL1=1 ITLN1=-1
UCHL1=-1 AKR1C1=-1 CBR1=-1
4
NS
AKR1C2=-1 CABYR=-1
UCHL1=-1 CBR1=-1 TPRXL=-1
5
NS
FABP6=1 CYP1B1=-1
Upregulation of AKR1B10 in smokers (CAR#2) again further
supports linkage between smoking and metabolism of lipids. It is
possible to hypothesize that abundance of reactive carbonyl
species in smokers causes upregulation of CBR1 gene encoding
carbonyl reductase 1 responsible for elimination of reactive carbonyl species. Finally, C3 is a central protein that activates
complement system and plays central role in activation of innate
immunity. CAR#2 shows downregulation of C3 expression
compared to non-smokers suggesting compromised immunity of
smokers. Yet the extent and implications of C3 downregulation
needs to be addressed by future studies. These are some of the
possible examples that could be me made from assessment of
gene combinations and their corresponding functions.

4.3.4 Chronic Lymphocytic Leukemia (CLL) Dataset
This dataset was extracted from study that compared gene
expression proﬁles between normal healthy individuals (class
label: normal) and those affected by B-cell chronic lymphocytic
leukemia (class label: CLL). After application of our method the
results agreed with previous ﬁndings and provided an additional
information on the pathology of CLL. Some of the most relevant
rules were extracted from classiﬁer and are presented in Table 8.
As in the previous study, we found the LEF1 gene in our
classiﬁer. CAR#1 and CAR#3 (Table 8) have LEF1 present in
their antecedents. It has been reported that B cells in CLL patients
have higher than normal levels of expression of the transcription
factor lymphoid enhancer binding factor-1 (LEF-1) [24]. LEF1 is
central to activation of Wnt singaling pathway and has been
linked to variety of cancers [24]. As seen from CAR#1 and
CAR#3, LEF1 is upregulated in CLL patients . The Wnt pathway
is linked to the Bone Morphogenetic Proteins (BMP) pathway that
is composed of growth factor proteins (BMP2...7, FOS, JUN
amongst others) that regulate bone and cartilage tissue
development and are implicated in many colorectal cancers [33].
Linkage between Wnt and BMP pathways is supported by FOS,
cellular proto-oncogene and transcription factor. CAR#4 shows a
surprising downregulation of FOS in CLL patients. Typically FOS
expression increases during cell division. Nevertheless, this shows
possible interplay and co-dependance of LEF1 and FOS found in
the Wnt and BMP pathways. Finally, TCF4 codes for
transcription factor 4 is responsible for early development of Bcells [16]. The gene is downregulated in healthy individuals
(CAR#2) and upregulated in CLL. The upregulation of TCF4 in
CLL patients matches with its pathology characterized by
uncontrolled proliferation of B-cells.

Table 8: Chronic Lymphocytic Leukemia (CLL)
Classification Rules
CAR
Antecedent
ABCA6=1 IRAK3=-1
1
IGLV1-44=-1 TRAPPC2L=1
SERPINA1=-1 LEF1=1
2
TCF4=-1 CYBB=1 CTBP2=1
3
ABCA6=1 LILRA2=-1 LEF1=1
4
LILRA2=-1 DUSP1=-1 FOS=-1

Class
CLL
normal
CLL
CLL

5. CONCLUSIONS

In this paper we investigated the use of associative classiﬁers for
microarray data. The proposed combination proves highly
accurate for the studied microarray data collection. We conclude
that, for microarray data, more speciﬁc classiﬁcation rules should
be mined and considered for classiﬁcation. In addition, the
classiﬁcation rules discovered and employed in the classiﬁcation
process are shown to be biologically relevant. Genes in Tables 5,
6, 7 and 8 show relevance and co-dependency under the biological
context of the dataset. This relevance is supported by the
biological literature. Genes were shown to share common
functional roles with some genes belonging to different pathways.
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ABSTRACT
Location-based services are becoming increasingly popular with
the proliferation of location aware devices. It is not possible to
access location-based services and preserve privacy at the same
time when the user provides exact location information. Cloaking
or obfuscating location data is the only way to protect locationprivacy. To do that, most of the systems use third party location
anonymizer. In this paper, we propose a novel location privacy
framework without any trusted third party (TTP). Most of the
existing solutions attempt to satisfy k-anonymity. However, there
are several drawbacks of using fixed and user defined k. In order
to solve the problems our proposed solution aims to meet
probabilistic k-anonymity. Based on historic data expected
number of users present in a place is predicted which is used as
probabilistic anonymity level. Thus we eliminate the use of any
TTP which results into improvement of query-processing time and
provides fewer query results for the user to process eventually
minimizing the overall response time. Users’ exact location
information is not revealed in either communication or
computation process. 1

Categories and Subject Descriptors
K.4.1 [Computers and Society]: Privacy.

General Terms
Measurement, Design, Reliability.

Keywords
Location privacy; Anonimity; Trusted Third Party (TTP).

1. INTRODUCTION
The With the growth of handheld devices, smart phones, PDAs
and GPS enabled cars; our vision of accessing Location Based
Services (LBS) everywhere at anytime is no longer an alien
dream. While requesting for an LBS, a user can easily mask his
identity using unlinkable pseudonyms [21], but he needs to
provide his exact location information, even if with less precision.
An LSP cannot afford to deliver a user’s desired service without
his location for proximity queries. Due to such interrelation, a
user’s location identity lies under the threat of being divulged.
This is because, LBSs reveal to LSPs two of our most vulnerable
contexts for identity inference: location and time. By tracking
1

This work is based on an earlier work: RACS '11 Proceedings of
the 2011 Research in Applied Computation Symposium,
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such context information over a period of time it is possible to
eventually infer a user’s exact identity applying knowledge of
some other external observations. If such is the case, a user’s
identity together with his sensitive personal information is
revealed without his awareness. This is the reason why
preservation of an individual’s location privacy is of utmost
importance.
The requirement of protecting location privacy without hampering
the availability of intended LBSs is a major challenge.
Researchers [1-17, 20] in this field have proposed a number of
frameworks to deal with this problem. The key concept of their
approaches is not to disclose a user’s exact location, rather to
provide blurred spatial information. The frameworks differ in the
way they fabricate the obfuscated location data. The level of
obfuscation relies mainly on user’s k-anonymity requirement: to
ensure that the user’s identity is indistinguishable among k-1 other
users. To satisfy this privacy requirement almost all related work
in the current literature uses a trusted Location Anonymizer (LA)
in their framework. LA has knowledge about the true location of
all subscribed users. LA masks or blurs user’s location with a
technique commonly known as cloaking. In a cloaking region
(CR), user’s k-anonymity requirement is satisfied.
An LA is susceptible to attacks by adversaries because of its
accessing capability to a user’s exact location. Once
compromised, the adversary (possibly a Big Brother) can gain
illicit access to user’s sensitive location data without his
awareness. Another problem is that, the user needs to secure the
communication channel with LA so that his exact location cannot
be extracted from the request message. The process of securing
communication channel requires cryptographic solutions that are
infeasible to implement in resource constrained pervasive
environment. Every time a user makes a query, there is an
overhead of constructing a cloaking region. Every change in
cloaking region causes a large no of computation in LSP for
finding inclusive candidate list for the new CR. Cloaking region
constructed to meet k-anonymity requirement grows or shrinks
depending on user movement and no of users subscribed at that
time with LA. This exposes the user to various attacks like
correlation attack, restricted space identification [5], observation
identification [5, 7] etc. Again, it may be the case that a number of
potential users are not subscribed with LA, which makes it
difficult to find k number of users to construct a CR. Due to this;
CR expands unnecessarily or in worst case, user faces service
denial.
Considering the above problems, we propose a new location
obfuscation framework without any LA. Our framework uses a
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predefined set of obfuscated regions to get rid of the problems
caused by changing CRs. Our approach originates from following
observation and its possible implications to preserve location
privacy.
A user makes use of location based services mostly while he is on
the move. While moving from one place to another he accesses
internet through Wi-Fi access point (AP) very often. Our approach
relies on the historic data regarding number of users accessing any
particular access point. A specific area surrounding an AP is
defined as its dominating region. Based on historic data expected
number of population in each dominating region is calculated for
a certain time period. For that specific time period that number of
users is predicted to remain in that dominance region. Thus
without using any trusted third party (TTP) we probabilistically
compute the anonymity level in an area around a Wi-Fi access
point. Then a user selects a number of dominance regions where
the cumulative number of probabilistic anonymity exceeds k.
Although our approach to eliminate LA is entirely new, recent
literatures address this issue of discarding LA [4, 16, 17, 20]. In
the related works section, we describe their approach in brief and
point out the differences and our improvements. Here is a
summary of our contributions:
1) Elimination of trusted third party location-anonymizer.
2) Introducing usage of probabilistic anonymity calculated based
on location.
3) Ensuring balance between privacy and quality of service.
4) Providing feedback to user in choosing optimal level of
anonymity (privacy).
We divide the entire paper into 8 main sections. Section 2
describes problems of existing solutions which have motivated us
to come up with novel solution and section 3 introduces a
probabilistic model for anonymity prediction. Section 4 gives the
related works. Section 5 presents the overview and in next section
we delineate our query classifications, give the basic details of the
framework, figure out potential attacks and modify the approach
further. Evaluation results are published in section 7. Section 8
describes how our proposed system addresses the loopholes of
current solutions. Finally, we conclude and discuss future
directions and limitations in section 9.

2. SATISFYING k-ANONYMITY:
EXISTING APPROACH
Existing location privacy frameworks attempt to satisfy kanonymity. Most of these approaches involve a trusted Location
Anonymizer (LA) which gets location information from every
user periodically and selects a region where at least k number of
users exists. Other approaches depend on constructing ad-hoc
network among the users to exchange their location information
and constructing region covering k number of users. All these
approaches make the user herself fix the value of k and the user’s
query is not submitted to the LSP until k-anonymity is satisfied.
Such strict requirement imposes adverse impact on quality of
service in the client side along with other drawbacks. Some of the
significant drawbacks faced by most current location privacy
solutions, which depends on meeting k-anonymity, are discussed
below.
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P1. User-centric Anonymity Requirement: Value of k is chosen
by the user. In the existing solutions k is considered as a user
defined parameter and is included in the user’s privacy profile.
P2. Lack of Proper Feedback from the System: While choosing
value of k users do not consider feedback from the system. As a
result they do not have any knowledge of the current scenario like
population density of the place from which the query is being
submitted. Due to lack of such knowledge a user may choose an
anonymity requirement irrelevant to the environment. Users need
to possess sufficient a priori knowledge about the probable
density of population in the area at that time.
P3. Strict Conformity to Requested Anonymity: A user is kept
waiting until k-anonymity is satisfied. This waiting time increases
overall query response time. The query submitted by a user is not
forwarded to the LBS until k users are found in the vicinity of the
query issuer. Waiting for the arrival of other users in the
surrounding area sometimes may cause long delay.
P4. Redundancy caused by Repetition: The process of involving
LA and generating cloaked region is repeated for every single
query issued by every user. Even if a user has not moved a little
bit from his previous position, any new query will pass through
the LA and experience the delay caused by waiting for other users
to arrive.
P5. QOS Degradation due to Long Waiting Time: Due to the
requirement of satisfying k strictly often hampers the availability
of service to the user. Unless k users are found the query is not at
all initiated, so there might be number of cases when users are
denied of their requested services for the system not being able to
accumulate k users in the surrounding area.
P6. Indifference to Context-awareness: None of the existing
approaches talk about change of k based on location or other
context. They leave this option entirely on the client side. But it is
natural that meeting same k at every place is neither equiprobable
nor optimal.
P7. Less Concern to Privacy-QOS Trade-off: Higher value of k
offers more privacy while it increases query response time as
well. Overall quality of service at the client side depends on the
query response time. Increased response time indicates degraded
quality. In the context of some time-critical applications delayed
response may prove to be useless. Therefore, it cannot be a wise
decision to go for achieving same privacy requirement all the time
for all sorts of scenarios and applications. Rather some system
generated feedback and suggestion may be offered to the user to
help them fix the optimal level of required privacy.
In light of the above problems of existing solutions based on user
defined fixed k-anonymity, we propose a novel approach based on
probabilistic anonymity which is discussed next.

3. ANONYMITY PREDICTION: A
PROBABILISTIC MODEL
In this section we introduce the concept of probabilistic
anonymity. Without using a trusted location anonymizer it is not
possible to figure out the exact number of users present in a place.
But using historic data we can calculate this value
probabilistically. In order to calculate probabilistic anonymity we
rely on historic data collected through Wi-Fi access points (AP).
Mobile users access internet through available Wi-Fi APs. That’s
why we can easily count the number of mobile users that accessed
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internet using any particular AP. This count is later used for
predicting the instantaneous number of mobile users present in the
vicinity of that AP. Thus we get a probabilistic value of the
number of users present in the surrounding area of an AP which is
used to provide probabilistic anonymity to the users. Based on
historic data we get a value of number of users for each AP for a
particular time period. Later a region is defined around the AP
using Voronoi diagram and the number of users is assumed to be
distributed in that area. Thus it is probabilistically assured that any
user located in that area will achieve that amount of anonymity for
that specific time period. The following table shows the data
which are maintained by our system.
Table 1. Expected User Count calculated from historic data
for each Wi-Fi access point (AP) at p-th time interval
Access Point

Expected User Count

AP1

n1

AP2

n2

…

…

AP i

ni

Our system uses Voronoi diagram to find out the dominant region
around each AP. The importance of Voronoi diagram motivates
our approach in multiple aspects. Firstly, it eliminates locationprivacy threat and it reduces the query cost.

AP
u

query. The summation of expected number of users in those n
cells exceeds k, thus ensuring probabilistic k-anonymity.
Motivations achieved in the scenario are threefold:
1) If a person can always get his location service by using the
location of a third party object (in this case, nearby Wi-Fi Access
Point) instead of disclosing his own location, his location privacy
will never be compromised unless the third party is attacked and it
reveals the user location. Most importantly, the user’s exact
location was never revealed to any third party or the
communication channel.
2) The user provides n Voronoi cells. Although the LSP can
reverse engineer the Voronoi diagram to find the n dominance
regions (i.e. the access point), the probability of finding exact user
(Mr. Jones in the above example) in a access point is not greater
than 1/n.
3) Population density is high around access points. If there is a
way to figure out the Voronoi cell or the AP where the user lies,
he still has an anonymity set size equal to the number of residents,
guests and passers-by near the AP.
We present another example to justify our motivation behind
using probabilistic anonymity in place of deterministic anonymity.
Mr. Hughes has moved to a new place where he is looking for
nearest car park. He is subscribed to a location based service
provider. He sends his request to the LSP along with his privacy
requirement, i.e. k-anonymity. Being a privacy-aware subscriber,
Mr. Hughes is used to choose higher values of k to guard his
privacy. As the place is new to him, he was not aware that the user
density of that place was not high enough to meet his privacy
requirement and he was denied of service by his LSP. Mr. Hughes
failed to choose a suitable value of k to get the service
immediately with moderate privacy guard. Our system can help in
such situations by providing the user information about expected
number of population in different areas of interest and assist him
to choose an optimal level of privacy requirement to maximize his
attained quality of service.

4. RELATED WORK

Figure 1. Voronoi diagram of Wi-Fi access points in the entire
region. Blue dots represent the access points.
For better illustration we use the example of a real life scenario
where Voronoi diagram can reduce threat of privacy violation.
Mr. Jones, denoted by u in Figure 1, newly arrived in hotel h in
Milwaukee. He is strolling in the hotel lounge looking for a
taxicab nearby to go to the nearest coffee shop. Being aware of his
privacy risk, Mr. Jones is not willing to give his exact location to
any LSP, although he needs the service. As he is subscribed to our
system, he requests for all the Voronoi diagram of access points in
his nearby locations using his PDA. Voronoi diagram of Wi-Fi
access points give Voronoi cells where each point in a cell is
closer to an AP than any other APs. Mr. Jones finds himself lying
in the Voronoi cell of his hotel h (see Figure 1). He thinks of
giving the Voronoi cell (that he lies in) as his masked location to
the LSP. However, to improve his privacy further he chooses n-1
other Voronoi cells randomly from the map and sends all n
number of cells (one that includes his own cell) to the LSP for his

APPLIED COMPUTING REVIEW VOL. 12 NO. 1

Ours is an approach to provide location privacy solution without
location anonymizer. A thorough survey of literature reveals that
very little work has been done to deal with location privacy
solution without anonymizer. Most of the location-privacy
preservation frameworks use Location Anonymizer (LA) that sits
between the user and the LSP. It tries to meet the requester’s kanonymity requirement by providing a spatial region namely the
Cloaked Region (CR). Gruteser and Grunwald were the first to
introduce such cloaking [5]. They calculated CR based on Quadtree where they recursively partitioned the space into four equal
squared regions until the users fit in a quadrant where their
privacy requirement is satisfied. Mokbel et al. [10] classified
query according to sensitivity of data whereas we classify queries
more efficiently to minimize the inclusive candidate list based on
user’s requirement. In order to optimize CR region Gedik et al.
proposed Clique-Cloak [7] and Mokbel et al. used Nearest
Neighbor cloak [12]. In the existing cloaking techniques like IC
[6], Casper [12], Clique-Cloak[7] etc cloaking regions (CR)
shrink or extend for different queries in short span of time which
may cause overlapping of CRs containing the same individual
whose exact location may sometimes be inferred. Gedik et al.
proposed Clique cloak [8] which suffers from serious privacy
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threat because it reveals information regarding the possible
locations of users and some users can be located in the boundary
of CR. Hilbert Cloak [17] uses the Hilbert space filling curve to
map the 2-D space into sorted 1-D values which are partitioned
into groups of K users. For querying, user finds the group to
which he belongs, and returns the minimum bounding rectangle of
the group as the CR. Although Hilbert Cloak guarantees privacy
for any distribution of user locations, it suffers from variants of
correlation attacks and center of CR attack. All these approaches
do not consider correlation attacks as they assume a static
snapshot of user locations [20].
Duckham et al. [4] used an obfuscation technique to protect
location privacy without LA. Their proposed algorithm tries to
negotiate the user’s need for high quality service and privacy.
They have used Voronoi diagrams to find out user’s closest query
candidates. Our approach exhibits more extensive use of Voronoi
diagrams. The negotiation process proposed in [4] may run
through several iterations which will prolong service time and
most importantly during the negotiation process user has to reveal
more private information to avail high quality service. In contrast,
our system doesn’t suffer from such limitation rather computation
at user side remain almost constant with increased available
anonymity. Techniques described in [16, 17] eliminated
anonymizer by considering mutual trust among the entities.
Nevertheless, trust bootstrapping [19] in such an open dynamic
environment is a significant issue. Presence of k no of users may
not be possible in the ad-hoc network. In that case, even after
waiting for some time user may not be able to place the service
request. The recent technique by Ghinita et al. [20] uses a variant
of Private Information Retrieval (PIR) theory known as
Computational PIR (CPIR) for finding the approximate and exact
Nearest neighbors of the Point of interests (POI). Due to its
overwhelming computational time techniques using PIR theory
seem to be infeasible for pervasive environment. In this system
server has to perform intricate calculations each time user submits
any query. Our proposed model outstrips these shortcomings.

We are going to propose a completely new way to define the
location privacy framework, P2P-LBS, Probabilistic Privacy
Preservation in Location Based Services. Our approach is novel in
the sense that it uses probabilistic anonymity for the first time.
Again, in our approach a user is never required to reveal his exact
location to avail any LBS from the LSP. Rather the user achieves
the service by providing the spatial information of an access point
lying within his vicinity. This spatial locality around a landmark
or access point is defined in our paper as the Dominance Space
(DS). Here is how we formally define DS.
Definition 1: Dominance Space (DS)
Let, A = {𝑎1 , 𝑎2 , … , 𝑎𝑛 } be the set of all the APs in the twodimensional Euclidean plane. 𝐷𝑆(𝑎𝑖 ) = 𝑑𝑠𝑖 is the Dominance
Space of 𝑎𝑖 such that,
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In our approach, both the user and the LSP are required to posses
the DSs of a predefined region. Both user and LSP get these DSs
from the Dominance Space Mapper (DSM). Ideally, LSPs are not
supposed to perform this computation and this computation is an
overhead for a lightweight user. In order to separate this
computational concern from the LSP and the user, we introduce a
new component in our architecture namely a Dominance Space
Mapper (DSM) which has functionality very similar to
GoogleMap/MapQuest. Like GoogleMap it has all the
geographical information of APs. In addition, it collects the user
count data from each access point. Based on historic data, it
calculates the Voronoi diagram and computes the expected
number of users under each AP for specific time periods. As a
result, whenever requested for DSs of a region by any LSP or
user, DSM can provide the necessary data. Considering user’s
limitation, he requests for DS-map bounded by 𝐴𝑚𝑎𝑥 (see
Definition 2).
Definition 2: 𝐀𝐦𝐚𝐱

A sufficiently large area and any point within 𝐴𝑚𝑎𝑥 is equally
likely to be user’s exact location. This parameter is mainly user
defined depending on device capacity, and number of APs in it.
We elaborate on the choice of 𝐴𝑚𝑎𝑥 in the details section. Our
architecture, as shown in Figure 2, consists of users, LSPs and an
DSM. DSM provides DS data whenever the user or the LSP asks
for it. Before making any request, both the user and the LSP make
sure that they are getting the same version of DS data from DSM.
Looking at the DS-map provided by DSM to the user, he can
figure out which DS he lies in. By definition of DS, any point
within this region of 𝑑𝑠𝑖 = 𝐷𝑆(𝑎𝑖 ) is closest to the AP 𝑎𝑖 than all
other APs. This DS-region, his service-request, and his privacy
requirements together form his query. LSP now finds the queryresults for the given query with respect to 𝑑𝑠𝑖 information and
sends the result-candidates to the user. From the candidates the
user finds his nearest candidate.
Update when change in DS-list
Subscribe

DSM
Return DS-list

5. OVERVIEW OF OUR APPROACH

Where, 𝑑(𝑎𝑖 , 𝑥) = |𝑎𝑖 − 𝑥| = distance from x to 𝑎𝑖 .

Request DS-list

All these existing approaches work on fixed k chosen by the user.
As the user might not have knowledge of the user distribution, it
is difficult for him to find an optimal value of k. If too high value
is chosen, quality of service will obviously degrade. On the other
hand, too low value will put user’s privacy in threat. That’s why it
is necessary to assist user in choosing optimal value of k by
providing relevant information and suggestion. Our approach aims
to proceed in that way.

𝑑𝑠𝑖 = 𝐷𝑆(𝑎𝑖 ) = {𝑥: 𝑑(𝑎𝑖 , 𝑥) ≤ 𝑑�𝑎𝑗 , 𝑥� ∀𝑗 ≠ 𝑖}

User

Query
Query Candidates

LSP

Figure 2. Architecture of P2P-LBS.

6. DETAILS OF OUR APPROACH
In this section we discuss our approach in detail starting with
classifying the queries used. Then we describe our basic approach
followed by illustration of a possible attack with its proper
remedy. Finally we end up with our modified approach.
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6.1 Query Classification
Let us first look at the query definitions before we give examples
and their implications with respect to the user.
Definition 3: Access Point Influence Query (AIQ)

for LSP intervention and no privacy risk. It is to be noted that the
user can achieve same result by making NNQ query. However, if
the user is looking for an AP not beyond 𝐴𝑚𝑎𝑥 and the number of
requesting AP is few in number, this is indeed a useful query from
user’s perspective.

If 𝑎𝑖 ϵ A is an AP and Q is the set of all candidates for a given
query then

Now we look at some of the defining characteristics of AIQ and
NNQ, and their relationships in terms of formal theorems.

Where, 𝑑(𝑎𝑖 , 𝑞) = |𝑎𝑖 − 𝑞| = distance from position of q to 𝑎𝑖 .

Proof: Let 𝑞 ∈ 𝐴𝐼𝑄(𝑑𝑠𝑖 ) be a query candidate within the
Dominance Space of 𝑎𝑖 .Then according to definition,

𝐴𝐼𝑄(𝑑𝑠𝑖 ) = {𝑞|𝑞 𝜖 𝑄 ⋀ 𝑑𝑠𝑖 = 𝐷𝑆 (𝑎𝑖 ) ⋀ 𝑑(𝑎𝑖 , 𝑞) ≤ 𝑑�𝑎𝑗 , 𝑞� ∀𝑗
≠ 𝑖}

Based on user’s requirement, type of query is chosen. If the user is
closer to a than other APs, he can use LIQ query to find the
facilities closer to a. From the result-set user can find his closest
candidate (approximately close). However, this may not be the
closest candidate from the user because this candidate-set is such
that they are closer to the AP (user’s nearest AP). This is often the
case; Suppose, someone is going to the department building with
his car, he can park the car at the nearest parking lot from his
current location but he knows that at the end of the day he will get
out of the department and look for the car. In such situation,
finding a car parking close to the department makes more sense.
AIQ is also helpful to query about traffic jam ahead or to find the
nearest car parking lot (w.r.t user’s nearby road), open shops
(w.r.t nearby shopping mall) etc. In such cases query candidates
closest to the AP which is located in a landmark such as nearest
road, restaurant, theater or shopping-mall seem to be more useful
than query candidates closest to the user’s exact location. So, user
intentionally sends AIQ query to LSP.
Definition 4: Nearest Neighbor of AP Query (NNQ)

If P is the set of all the points in 𝑑𝑠𝑖 = 𝐷𝑆 (𝑎𝑖 ), 𝑎𝑖 ϵ A and Q is
the set of all candidates for a given query then

Theorem 1: For Access Point Influence Query, there is no query
candidate available beyond Dominance Space.

𝑑(𝑎𝑖 , 𝑞) ≤ 𝑑�𝑎𝑗 , 𝑞� ∀𝑗 ≠ 𝑖

⇒ 𝑑(𝑎𝑖 , 𝑥) ≤ 𝑑�𝑎𝑗 , 𝑥� ∀𝑗 ≠ 𝑖 , x denotes the location of q
⇒ 𝑥 ∈ 𝑑𝑠𝑖

⇒ 𝐴𝐼𝑄(𝑑𝑠𝑖 ) ⊂ 𝑑𝑠𝑖

We know that user submits any AIQ query with respect to the
location of the DS he belongs to. We show that for any query
candidate returned by AIQ its location lies within that DS and it
will not return any query point outside the corresponding DS. ◊
Lemma 1: Access Point Influence Query will always have less or
equal number of candidates than the candidates of Nearest
Neighbor of DS Query.
Proof: According to definition, NNQ returns all the query points
that are nearest to any point of the DS. But AIQ returns only those
query candidates that are closest to the AP itself. The AP is only a
single point within an DS. So, AIQ does not include those query
points that are nearest to other points of DS except the AP.
Formal proof of the theorem follows next.

𝑁𝑁𝑄(𝑑𝑠𝑖 ) = {𝑞|∃𝑥𝜖𝑃 𝑑(𝑥, 𝑞) ≤ 𝑑(𝑥, 𝑝) 𝑝, 𝑞𝜖𝑄 }

Let P be the set of all the points in 𝑑𝑠𝑖 and Q be the set of all
candidates for a given query then

When the user looks for services located nearest to his exact
location chooses NNQ query, which finds all the candidates that
are closer to any point of user’s own dominance space (ds). Then
user can find his closest candidate from NNQ-results.

If y be the location of AP 𝑎𝑖 then P can be written as the union of
two disjoint sets.

Where, 𝑑(𝑥, 𝑞) = |𝑥 − 𝑞| = distance from position of q to 𝑥.

The basic difference between NNQ and AIQ is that the former is
calculated with respect to a DS and the latter is calculated with
respect to an AP.
Definition 5: Static Access Point Query (SAQ)
If 𝐴𝑣 ⊆ 𝐴 is a set of APs of a specific type v of AP types and x is
the current location of the user, then Static Access Point Query
for AP type v is defined as
𝑆𝐴𝑄𝑣 (𝑥) = {𝑝|𝑑(𝑥, 𝑞) ≤ 𝑑(𝑥, 𝑝) 𝑝, 𝑞𝜖𝐴𝑣 }

Where, 𝑑(𝑥, 𝑞) = |𝑥 − 𝑞| = distance from AP q to 𝑥.

SAQ is useful when the user is looking for a nearest AP. SAQ is
possible when the asked AP type is available in the set A from
which DS is computed. This is why the term static is used in
naming the query. Suppose, the user is looking for his nearest
coffee shop, in that case if A contains all the coffee shops, user
can ask DSM to provide all the coffee shop positions and create a
Voronoi diagram to figure out his nearest. Here there is no need
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𝑁𝑁𝑄(𝑑𝑠𝑖 ) = {𝑞|∃𝑥𝜖𝑃 𝑑(𝑥, 𝑞) ≤ 𝑑(𝑥, 𝑝) 𝑝, 𝑞𝜖𝑄 }

𝑃 = {𝑦} ∪ 𝑅 , where 𝑅 = 𝑃 − {𝑦} Then,
𝑁𝑁𝑄(𝑑𝑠𝑖 ) = {𝑞| 𝑑(𝑦, 𝑞) ≤ 𝑑(𝑦, 𝑝) 𝑝, 𝑞𝜖𝑄 } ∪ {𝑞|∃𝑥𝜖𝑅 𝑑(𝑥, 𝑞)
≤ 𝑑(𝑥, 𝑝) 𝑝, 𝑞𝜖𝑄 }

⇒ 𝑁𝑁𝑄(𝑑𝑠𝑖 ) = 𝐴𝐼𝑄(𝑑𝑠𝑖 ) ∪ 𝑆 ; [Definition of 𝐴𝐼𝑄(𝑑𝑠𝑖 )]
⇒ 𝑛(𝑁𝑁𝑄(𝑑𝑠𝑖 )) = 𝑛(𝐴𝐼𝑄(𝑑𝑠𝑖 )) + 𝑛(𝑆)
⇒ 𝑛(𝐴𝐼𝑄(𝑑𝑠𝑖 ) ≤ 𝑛(𝑁𝑁𝑄(𝑑𝑠𝑖 )) ◊

Theorem 2: LSP provides minimum and inclusive candidate list
for Nearest Neighbor of DS Query.
Proof: First, we prove that 𝑁𝑁𝑄(𝑑𝑠𝑖 ) is inclusive. We use the
technique of proof by contradiction. According to definition,
𝑅 = 𝑁𝑁𝑄(𝑑𝑠𝑖 ) = {𝑞|∃𝑥𝜖𝑃 𝑑(𝑥, 𝑞) ≤ 𝑑(𝑥, 𝑝) 𝑝, 𝑞𝜖𝑄 }

Let, y∈Q be a query point nearest to z∈P and y∉R.
Then, 𝑑(𝑧, 𝑦) ≤ 𝑑(𝑧, 𝑝) 𝑝, 𝑦𝜖𝑄
⇒ 𝑦 ∈ 𝑁𝑁𝑄(𝑑𝑠𝑖 )
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⇒𝑦∈𝑅

So, there exists no such y∈Q which proves that 𝑁𝑁𝑄(𝑑𝑠𝑖 ) is
inclusive.
Now, we prove that 𝑁𝑁𝑄(𝑑𝑠𝑖 ) is minimal. Let, 𝑁𝑁𝑄(𝑑𝑠𝑖 ) returns
a query point 𝑦 ∈ 𝑄 which is not closest to any point of 𝑑𝑠𝑖 . Then
y must be nearest to a point z which locates in an DS other than
𝑑𝑠𝑖 , say 𝑑𝑠𝑗 where j≠i. In that case y must remain in 𝑁𝑁𝑄(𝑑𝑠𝑗 )
where j≠i. Therefore, we can claim that 𝑁𝑁𝑄(𝑑𝑠𝑖 ) does not return
any such y which proves that 𝑁𝑁𝑄(𝑑𝑠𝑖 ) is minimal. ◊

6.2 Basic Approach

Here we delineate our preliminary approach in the form of clientserver communication.
Basic Steps of P2P-LBS
Initialization: User and LSP subscribe to DSM to possess updated
version of DS-list.
Step 1: User selects query region bounded by 𝐴𝑚𝑎𝑥 and sends to the
LSP.
Step 2: LSP uses 𝐴𝑚𝑎𝑥 to formulate effective DS-list as

DS={𝑥|𝑥 = 𝐷𝑆(𝑎𝑖 ) ⋀ 𝑎𝑖 ∈ 𝐿 where 𝐿 be set of all APs in 𝐴𝑚𝑎𝑥 }
Step 3: User selects 𝑑𝑠𝑖 = DS (𝑎𝑖 ) where 𝑎𝑖 is his nearest AP.

Step 4: User formulates the query and sends with 𝑑𝑠𝑖 .

Step 5: LSP performs Lookup to search the query candidates for 𝑑𝑠𝑖
and returns to client.

Both user and LSP uses latest version of DS-list collected from
DSM to maintain synchronization and consistency. As part of our
implementation strategy we formulate each landmark 𝑎𝑖 in A with
an 𝑑𝑠𝑖
= 𝐷𝑆 (𝑎𝑖 ) to be represented by a tuple
< 𝑑𝑠𝑖 , 𝑎𝑖 , 𝑣1 , 𝑣2 , … , 𝑣𝑚 >. 𝐷𝑆 is a region or cell surrounded by a
vertex set {v1 , v2 , …, vm } and each edge is of the form {𝑣𝑖−1 , 𝑣𝑖 }
where 2 ≤ 𝑖 ≤ 𝑚. Table 2 shows the tabular presentation of a DS
data structure.

DSs are stored and manipulated in the form of Adjacency List. In
an Adjacency List representation for each vertex a list of its
adjacent vertices is stored. We have chosen such data structure to
minimize memory space requirement in user side. Total space
complexity of maintaining an adjacency list is O(|V|+|E|). A new
vertex can be inserted in O(1) time. Similarly cost of inserting or
deleting an edge is also O(1). But removal of an existing vertex
requires O(deg(v)) time.

In subsequent step LSP has to find out the possible query candidate
list for a specific query with respect to an DS. LSP stores query
candidates in tabular format. For each AP, these tables contain the
query candidates lying within its DS for each type of query. These
tables are updated periodically. LSP just performs lookup into
these tables for specific DS to serve user with his query results. It
makes use of Voronoi diagram for finding the minimal and
inclusive candidate list for an DS. It is known that the Voronoi
d

� �

diagram of n points in d-dimensional space requires Ο(n 2 )
storage space. In our 2-dimensional case it becomes O(n).
Table 3. Structure of query candidates maintained by LSP

Step 6: User finds closest candidate from the candidate-list.

User initiates the process by choosing a suitable value for 𝐴𝑚𝑎𝑥 .
Any point that lies within 𝐴𝑚𝑎𝑥 is equally likely to be the
location of the user. 𝐴𝑚𝑎𝑥 defines a finitely large area and
presumably user has no intention of going outside that area or
having any facility locating beyond that area. The user makes
logical and intuitive decision to choose 𝐴𝑚𝑎𝑥 instead of relying on
any third party to calculate 𝐴𝑚𝑎𝑥 depending on his location. So,
there is no way for an adversary to figure out his location by
looking at the 𝐴𝑚𝑎𝑥 value. For example, he is in Marquette
University campus, which is in Downtown Milwaukee. He has the
option to choose Wisconsin or Milwaukee or Downtown or the
University boundary as his 𝐴𝑚𝑎𝑥 region. Now, although he is in
Marquette, he is willing to go to places in downtown. Therefore,
he chooses the Downtown Milwaukee as his 𝐴𝑚𝑎𝑥 .
In our system LSPs are required to subscribe with DSM in order to
get the updated DS-list. When user sends his chosen 𝐴𝑚𝑎𝑥 to LSP,
it fixes subset of DS-list to be considered for that specific user.
Table 2. Format of a Dominance Space data structure
Access
Point

Dominance
Space

𝑎1

𝑑𝑠1

…

𝑎2
𝑎𝑛

…

Voronoi Region
𝑣11

𝑑𝑠2

𝑣1 2

…

𝑑𝑠𝑛

𝑣1 𝑛

𝑣21

…

𝑣2 2

…

𝑣2 𝑛

…

…

…
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𝑣𝑚 1

𝑣𝑚 2

…

𝑣𝑚 𝑛

Upon receiving the list of possible candidates user finds the closest
one among those based on his issued query type.

6.3 Access Point Inference Attack
So far, the user reveals the selected DS region to the LSP. Given a
DS, LSP cannot identify user’s precise location; rather it can find
the position of the Wi-Fi access point. A person making query
with dsi (Dominance Space of ai ) can be a resident or a guest of
the AP, or he can be just a passer-by who is closer to ai than any
other APs.
Observation Identification and Location Tracking attack [6]
requires prior knowledge of user’s location but in our approach
the user location is not revealed in computation nor
communication. However, an attack known as Restricted Space
Identification [6] can reveal the identity of the request issuer. For
this, the attacker just needs to figure out exclusive space where the
user is even if the space is large. In this attack the user uses
external database to link with the location space. But in this paper,
the attacker cannot be sure of the identity of exact user because
there can be many other users near that AP and anyone of them is
equally likely to have submitted that query request. Hence, if the
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6.4 Probabilistic k-Anonymity
The obvious solution to prevent such attack is to issue a number
of DS regions, instead of a single DS region, with the query to the
LSP. The user can be in any of those DSs. And the expected
number of users in those DSs exceeds k. Hence, we call it
Probabilistic k-Anonymity.
Definition 5: Probabilistic k- Anonymity
Probabilistic k-Anonymity is the state of being not identifiable
within a set of dominance spaces where the cumulative number of
users exceeds k with very high probability.
If there are N such APs where the user is the only identifiable
person and the user chooses K DSs from those N APs, Access
Point Inference Attack will reveal the issuer’s identity. Robust
option is to let the user select the K APs and their corresponding
DSs. This way, the user sensibly selects such K APs which may
not reveal his true identity.

6.5 Modified Approach
Now we describe the modified version of our approach which is
more robust in securing location privacy yet with no extra
computational overhead.
We incorporate modification in Step 3 where user is prompted to
inform LSP about his DS. Unlike our preliminary approach here
we make the user select a subset of DSs including his own DS and
then submit that set to the LSP. User chooses a number of DSs in
a way such that it meets the parameters k and 𝐴𝑚𝑖𝑛 of his privacy
profile. Normally a user willing to ascertain k-anonymity will
choose a number of different DSs which meets k with high
probability and he will include more DSs as to meet the
requirement that overall area covered by all his chosen DSs at
least equals 𝐴𝑚𝑖𝑛 , i.e., ∑𝑘𝑖=1 𝐴𝑟𝑒𝑎(𝑑𝑠𝑖 ) ≥ 𝐴𝑚𝑖𝑛 .

A noteworthy feature of our modified approach is that computation
overhead in client side remains almost same with increasing value
of K. In order to facilitate this we make use of efficient data
structure and smart techniques of message passing which are
shown below.
Pseudo-ID

Query (AIQ/NNQ)

7. EXPERIMENTAL EVALUATION
We set the simulation with North-American data set [1] and used
relevant algorithms. Simulation was developed with Java 1.6 and
it was conducted on a machine with hardware configuration Intel
M processor 1.7 GHz, 1.5 GB Memory and Windows Vista as
OS. First we evaluate our system and then we compare with IC
[6], HC [16], Casper [12], NNC [25] and PrivacyGrid [26].

7.1 P2P-LBS Performance
There are two aspects of performance of a location privacy model.
These are: level of privacy, which is measured by achieved
anonymity level, and quality of service (QOS). QOS depends on
two factors. At client side it is related to the processing time
which depends on the number of POI returned to the client and
this eventually is determined by the CR size. QOS also depends
on the CR construction time. We have conducted extensive
analysis on how P2P-LBS performs in terms of these parameters.
Average size of cloaked region is an important performance
metric because processing time at the client side directly depends
on it. As shown in Figure 5(a) Avg CR size varies with density of
user. At higher user density fewer dominance spaces are required
to achieve requester’s anonymity requirement. As a result Avg CR
size decreases. We see that Avg CR size does not increase with
higher achieved anonymity. This means that P2P-LBS provides
higher anonymity (i.e. more privacy) without hampering QOS.
Figure 5(b) shows that up to a certain level of achieved anonymity
GridRes (average size of dominance space) impacts the Avg CR
size. Higher GridRes tends to yield larger CR for the same
achieved anonymity. However, users with very high privacy
requirement are not impacted by the GridRes. This data shows
that GridRes is an important determinant for client side
performance. That’s why we have measured this parameter to
show that users with very high anonymity (privacy) requirement
also experience good QOS in P2P-LBS.
800
TotalUser(1000)
TotalUser(10000)

Avg CR Size

only resident of an AP makes a query, in our approach, his
identity will be revealed.

List of K-DSs

200

10
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Achieved Anonymity

Query Candidates for DS-ID
(a) Avg CR Size vs Achieved Anon. [maxK=80 GridRes=5.0]

(b) Response message format
𝑞1 , 𝑞2

…

𝑑𝑠𝑖

𝑞𝑖 , 𝑞𝑖+1

…

𝑑𝑠𝑘

𝑞𝑘 , 𝑞𝑘+1

(c) Response message data structure

Figure 3. Different message format and structure.
LSP returns query results to the user according to the above
mentioned format. Depending on value of K, size of this
transferred data may grow or shrink. But it is important that the
user is concerned about only the query results lying in his
dominance space of interest, say dsi , and ignores all other results.
User can perform this table lookup in O(K) time where K∈[1,N],
N being the total number of APs in Amax region.
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Figure 5. P2P-LBS Performance.
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7.2 Comparison with existing approaches

# POI Returned to client

We have compared performance of P2P-LBS with the best known
approaches in literature like IC [6], HC [16], New Casper [12],
NNC [25] and PrivacyGrid [26]. Among them PrivacyGrid is the
only grid based approach. Other approaches try to create optimal
CR by reducing its size and construction time. Only HC [16]
meets reciprocity condition. Figure 6(a) & (b) show clear
improvement of P2P-LBS over IC and New Casper in terms of
number of POI returned to the client. In P2P-LBS, size of POI list
returned to the query requester remains almost constant as the user
finally considers only the POIs locating inside his own inside

dominance space. This is how our approach resolves the tradeoff
between privacy and QOS. Figure 6(c) exhibits that apparently
P2P-LBS generates larger CRs compared to the peer solutions.
However, if we consider the size of effective CR, as shown in Fig
6(d), our approach gains much improvement and even it is
comparable to NNC [25]. Moreover, from Fig 6(e) & (f) we find
that NNC takes very high CR construction time. Here we also find
that P2P-LBS reduces the CR construction and CR search time on
average. Other approaches perform poorly as they construct CR
every time a new query is issued. These data also demonstrate that
P2P-LBS is more scalable than others as increased number of
users cannot impact its performance.
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Figure 6. Graphs for Experimental Evaluation.
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8. HOW WE SATISFY OUR CLAIMS
P1. User-centric Anonymity Requirement: In our system users
know the probabilistic number of users near each access point (i.e.
dominance space). Thus system assists users to select their
anonymity requirement.

environment which deals with resource constraint light-weight
mobile devices.
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INTRODUCTION

ABSTRACT

1.

With advance in distributed system technology, data has become
ubiquitous and its dynamics has increased. Therefore, in this
paper we proposed a new framework to integrate dynamic data
driven application systems (DDDAS) with service-oriented
architecture (SOA) and web services technology to tackle
dynamic data issue in a real-time and resource-bounded
environment. Nowadays, traffic management in Intelligent
Transportation Systems (ITS) has been widely developed in major
cities’ urban areas around the world to provide more efficient way
for solving traffic congestion problem. However, the problems in
dynamic traffic management systems such as system flexibility,
data standard common interface, transmission of required
information, prediction performance, and real-time measurement
data are all important issues but not totally supported. An efficient
and effective service-oriented dynamic data-driven framework
algorithm is designed in this paper to support prediction strategies
for traffic management. The simulation results of vehicle
navigation show that our algorithm outperforms the Dijkstra
algorithm by improving 24.43% in average vehicle travelling
time. On the other hand, the results of traffic signal control also
show that our algorithm improves the performance in vehicles
average number of stops by 43.7%, and 70.62% in average delay
time that is compared with the fixed time control method.1

Data plays an important role in simulation, measurement, and
prediction. With the advances in computer and network
technology, the volume of data has grown exponentially over
time. How to efficiently handle real time and dynamic data in
distributed network and resource-bounded environment becomes a
very important task. Lacking capability to simultaneously inject
data into simulation models limits the applications of
computational models to the situations with changing conditions
and requirements. In other words, traditional simulations
performed with serialized and static data inputs from traditional
measurements were unable to catch the instantaneous reactions
and occurrences in nature [1]. Dynamic Data Driven Application
Systems (DDDAS) is a new paradigm that was supported by
National Science Foundation (NSF) to solve the inefficient
problems in traditional simulations, measurements, and
prediction. It is a symbiotic feedback control system in which
simulations, measurements, and applications are dynamically
integrated, creating new capabilities for a wide range of science
and engineering applications. This paradigm promises more
accurate analysis and prediction, more precise controls, and more
reliable outcomes, which will improve modelling technologies,
advance prediction capabilities of simulation systems, and
enhance efficiency and effectiveness of measurement
infrastructures [2]. Other examples such as manufacturing process
controls, resource management, weather and climate prediction,
traffic management, systems engineering, geo-exploration, and
bio-sensor [3] can also benefit from the DDDAS paradigm.
Although the DDDAS paradigm has many advantages, it still
faces a lot of challenges: 1) assessment of data quality,
incorporation of uncertainty, 2) ability to combine different kinds
of data taken at different times, 3) application algorithms with
stable response to the streamed data, 4) distributed systems (for
sensing, for computation and for output, and for data storage), 5)
development of
effective interfaces of applications with
measurement processes, 6) supporting the execution of such
applications with dynamic resource requirements [3]. Therefore,
Service-Oriented Architecture (SOA) concept and web service
technologies could provide a complementary solution to address
some of these issues, as it can increase the system interoperability,
scalability and flexibility etc. Table 1 shows the functionality
comparison between traditional DDDAS and Service-Oriented
DDDAS. The table exhibits that the main characteristics of
service-oriented dynamic data driven application systems
(SODDDAS) could be an appropriate approach for modelling

Categories and Subject Descriptors
C.2.4 [Computer-Communication Networks]: Distributed
Systems – distributed applications, distributed databases.

General Terms
Algorithms, Measurement, Performance, Design.

Keywords
Dynamic Data Driven Application Systems, Service-Oriented
Architecture, Web Services, Traffic Management, Dynamic
Traffic Signal Control, Vehicle Navigation.

1

This work is based on an earlier work: SAC '11 Proceedings of
the 2011 ACM Symposium on Applied Computing, Copyright
2011 ACM 978-1-4503-0113-8/11/03.
http://doi.acm.org/10.1145/1982185.1982286.
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complex and dynamic tasks in distributed environment. In this
paper, we apply the proposed SODDDAS framework to model
traffic management in an urban area in order to demonstrate its
efficiency and effectiveness. The framework is not only to
integrate Service-Oriented Architecture (SOA) and web services
technologies into DDDAS to solve the issues related to distributed
systems with inconsistent communication interfaces and
protocols, but also proposes models and algorithms to combine
multiple dynamic data sources for simulation and prediction. This
framework has been applied to model traffic signal control and
vehicles navigation for a decentralized traffic system. Thus, our
research objectives in this research are 1) to construct a DDDAS
framework to solve dynamic traffic management problems in real
time environment, 2) to propose an efficient and effective
distributed data-driven optimization algorithm, 3) and to build
standard interface of applications to trigger or exchange required
data between distributed objects. Therefore, we can produce an
optimal result and best strategy for signal control, and navigate
vehicles from the start to the destination in the shortest time with
minimal resources in traffic management applications.
The remainder of this paper is organized as follows. The next
section gives a brief description of dynamic data driven
application systems in traffic management. Section 3 presents the
proposed framework and algorithms of service-oriented dynamic
data driven application systems for traffic management. Then, the
detailed dynamic data driven calculation approach, the distributed
traffic signal control approach, and the modified potential field
method are described in Section 4, Section 5, and Section 6.

Section 7 explains the implementation issues, experimental
designs and results. Finally, we give our conclusions and future
works of this research in Section 8.

2.
LITERATURE REVIEW
2.1
Dynamic Data Driven Application
Systems (DDDAS)
Dynamic data driven application systems (DDDAS) concept was
first mentioned in the National Science Foundation (NSF)
workshop in 2000. It can improve the accuracy and efficiency of
models and simulations [4]. Later, in 2006, NSF identified more
research in the areas of 1) dynamic, data driven application
technologies, 2) adaptive algorithms for injecting and steering
real-time data into running simulations, and 3) systems software
that supports applications in dynamic environments, and 4)
measurements [3, 5]. Since then, many researches and
applications were developed with DDDAS. For instance,
manufacturing process controls, resource management, weather
and climate prediction, and traffic management, systems
engineering, geo-exploration, bio-sensoring are areas that can
benefit from the DDDAS paradigm [3]. In a recent study of
DDDAS, there are several application researches around traffic
and transportation simulation. In [6], this paper presented a
project that applies DDDAS to monitor and manage surface
transportation system. A hierarchical DDDAS architecture that
includes coupled in-vehicle, roadside, and traffic management
center simulations is presented.

Table 1. Service-Oriented DDDAS and Traditional DDDAS
Service-Oriented DDDAS

Traditional DDDAS

System-Oriented

Service-Oriented

Process-Oriented

System Flexibility

Change in response to service
demand

Fixed

Open Standards

Yes

No

Cross-Platform

Yes

No

System Scalability

Good

Poor

Reusability

Reusable Components

Non-Reuse

Loose Coupling of Components

Good

Poor

System Efficiency

Poor

Good

Technology Integration

Heterogeneous Technology

Homogeneous Technology

System Development

Agile and Adaptive

Closely Tied

Ease of System Development

Complex

Simple

Workflow Supported

WS-BPEL

No Standards

Data Communication Security

Related technology is mature

No Standards

Data Transmission Standards

XML

No Standards

Easy Combination of Services

Easy

Difficult

System Environment

Distributed System

Centralized System

In [7], they proposed a DDDAS approach to improve the
adaptability of the rail system model, hence promoting an
extended use of the simulation model while many rail system
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simulations aim at planning and design. This provides a
foundation for the use of simulation for railway controller training
tools and real-time rail monitoring systems. In [8], this research
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explored the ability to create an accurate estimate of the evolving
state of transportation systems using real-time roadway data
aggregated at various update intervals by DDDAS. Additionally,
in [9], this paper argued that the current systems for web services
development are ill-suited for DDDAS applications, therefore,
O’SOAP, a new web services framework was proposed for the
DDDAS application environments.

2.2
Traffic Management and Vehicle
Navigation
Due to the rapid development of Vehicle-Infrastructure
Integration (VII) and Intelligent Transportation Systems (ITS), a
variety of roadside and mobile sensing platforms which are
capable of collecting and transmitting transportation data have
been deployed. The complexities associated with managing
transportation systems will predominantly reside in the interaction
between sensing systems, data acquisition systems, demand
models, communications, and traffic simulations [6]. Because of
more sensors having installed on the roadway and its continuity to
proliferate, traffic-related data has grown exponentially. However,
with limitation of communication bandwidth and computational
resources, an efficient traffic management systems should
determine which data at what degree of their resolutions should be
collected that could maximize the effectiveness. Therefore, traffic
management is an application that could be benefited from
DDDAS.
The simulation of local urban traffic can be devised and carried
out through receiving real-time data transmitted by individual
vehicles and roadside infrastructures (intersection controllers,
roadside sensors, or dedicated base stations) to determine the state
of traffic system and to provide predictions of future state. This
information may be utilized to optimize traffic signal control, to
provide desirable travel paths or routes to travellers, or to manage
vehicle’s ingress and egress in a local traffic system. In [10], a
dynamic data driven approach with a decentralized traffic signal
control system to manage urban traffic signals is proposed. The
traffic signal controllers at each intersection can receive dynamic
information from individual sensors, perform corridor
simulations, and optimize signal control parameters to minimize
total delay time for travelling. In addition, the popularity of using
GPS, wireless sensor networks, and web service technology also
makes DDDAS traffic management system possible. Therefore,
we use real-time vehicle navigation as an example in this paper to
demonstrate SODDDAS approach that can outperform traditional
navigation strategies on route planning.

2.3

Dynamic Traffic Signal Control

Traditional signal control systems based on historical statistic data
use pre-set plans with various timings to control signals. These
conventional systems usually are designed to determine three
factors, cycle time, split ratio, and offset. Cycle length refers to
the time required for a traffic light to switch from one particular
state (e.g. a green light) to other states, and back to the initial
state. In reality, a cycle time is set to a range somewhere between
40 and 120 seconds, depending on traffic volume. A split is a
segment of the cycle length allocated to each state or interval that
may occur. Meanwhile, the offset is the time difference for the
same state between two traffic lights at two intersections.
However, these systems do not have sufficient adaptability to
accommodate the rapid changes in demands due to diverse traffic
incidents, so the system performance may deteriorate over time.
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Adaptive or dynamic traffic signal control in Intelligent
Transportation Systems (ITS) has been widely developed in major
cities’ urban areas around the world to provide more efficient way
for solving traffic congestion problem. These dynamic control
systems change their plans by calculating signal timings in real
time according to traffic. The desired solution is to have signal
parameters such as cycle times, signal splits, and offsets that are
adjusted dynamically according to local traffic. It is a very
challenging issue to process large amounts of data in real time.
Adaptive or dynamic traffic signal control systems usually are
designed to optimize some measures of generalized control
performance over a time period, while accommodating both
systematic and random variations. The quantities to be calculated
are the sequences of signal changes and the associated timings
[11].
In recent studies, many approaches and frameworks have been
proposed to improve effectiveness and efficiency in dynamic
traffic signal control. Further, multi-agent systems with
cooperation and coordination approaches were applied to dynamic
traffic signal control [12-14]. The researcher [15] has proposed a
framework using an expert system for a dynamic and automatic
traffic light combined with a simulation model, which is
composed of six sub-models coded in Arena to help analyze the
traffic problem. In evolutionary algorithms and neural network,
the authors [16] presented a multi-objective immune algorithm
based on multi-population. It is a novel urban trunk road traffic
signal coordinated control method, and can effectively prevent
population retrogression; promote diversity and the whole optimal
searching ability of genetic algorithm. The authors [17] proposed
a multistage online learning process to update and adapt its
knowledge base and decision-making mechanism. The
mechanism integrates the simultaneous perturbation stochastic
approximation theorem in fuzzy neural networks (NN). In
dynamic programming, [18] presented API in AIMSUN, which is
a stochastic and microscopic simulation model, to evaluate a
novel real-time signal control technique based on the dynamic
programming (DP) algorithm. The authors [19] presented a
control algorithm on an adaptive traffic signal controller for realtime operation. The algorithm is built on approximate dynamic
programming (ADP). This approach substantially reduces
computational burden by using an approximation to the value
function of the dynamic programming and reinforcement learning
to update the approximation.

3.

SYSTEM FRAMEWORK

This section describes the proposed framework, details of its four
main components and the interactions. As shown in Figure 1,
there are five components (parts) in SODDDAS: (1) the first part
is the sensor module. It collects and pre-processes the individual
data or information from environment in real time; (2) the second
part is the vehicle navigation module. It does not only use data
generated from its own sensor module to conduct prediction (such
as traffic congestion prediction) and dynamic path planning, but
also it uses existing information to drive dynamically relating
services to obtain the required data and information to improve
accuracy of prediction; (3) the third part is the traffic signal
control module. It also can use required dynamic data from
intersections information to conduct prediction to produce an
optimal result and best strategy for signal control; (4) the fourth
part is the detection and alert module. It stores global historical
data and uses it to detect possible exceptions, and then alarms the
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prediction module to carry out necessary adjustments, if there is
any; (5) the fifth part is the data communication module. The web
services distributed system does not only enable individual sensor
module and prediction module to communicate, but also it also
facilitates interactions with other devices such as smart phones,
GPS devices, and vehicle machines.
We can consider dynamic traffic signal control problem in traffic
management as a distributed optimization problem. Consequently,
we propose a rapid calculation method in our framework called
Dynamic Data Driven Tree (DDDT) algorithm which consists of
three procedures. 1) Construct a dynamic data driven tree to
determine other required data sources to calculate impact of each
related intersection caused by congestions; 2) Calculate the
cumulative weighted value for the tree. The aim is to obtain the
cumulative weighted value of each data source to determine the
impact on that level; 3) Find a solution using a prediction strategy
to determine cycle time, split ratio, and offset of each traffic light
controller groups.
In traditional traffic vehicle navigation method used by GPS, it
uses global path planning algorithms such as Dijkstra Algorithm
to build and suggest paths. Our proposed framework based on
service-oriented dynamic data driven approach can convert real
time field data from sensor module into information to predict
traffic conditions accurately and efficiently. The proposed
framework is an iterative and heuristic path planning method and
has the following five major procedures. 1) Collect required realtime sensor data; 2) Build Dynamic Data Driven Trees for
calculating the weighted values when vehicles approach every
road intersection; 3) Apply a potential field method to navigate
vehicle; 4) Suggest the most efficient or fast path to reach
destination.

Dynamic Data and Web Service Types

3.1

In a service-oriented dynamic data driven framework, large
volume of data are transferred and calculated in the distributed
environment. The nature of these data is similar to those in
pervasive computing which could change very fast. In this study,
large amount of real time data are produced from individual
vehicles and roadside infrastructure (intersection controllers,
roadside sensors, and dedicated base stations). These data are
crucial information for estimating the traffic congestion. The
dynamic real time data are defined as follows:





Density data: The total number of vehicles in a fixed road
section. The higher density the likely to have traffic
congestion.
Speed data: The average vehicle speed in the fixed distance
of road section.
Car flow data: The total number of vehicles being
stationary at the road intersection because of traffic lights.
Traffic light control data: The split ratio (green/red lights),
cycle time (green to red to green), and offset data of each
intersection traffic light.

When we use the proposed algorithm to construct DDDT and
compute each weighted data value in DDDT, a SOAP message
can be sent to the next relating data service according to the
methods described in the WSDL document. Moreover, users and
external applications can also use web service interface through
HTTP protocol to obtain traffic flow data and traffic signal
information. Consequently, web services provide an efficient and
standard data exchange interface in distributed environment.
Three types of web services are designed as standard interfaces
for real time dynamic data exchange. Table 2 shows the web
service types and data being used in proposed framework.

Detection Module
Historical
Data Store

Detection and Alert

Vehicle
Navigation Module

Dynamically
Request

Traffic Signal Control
Strategy

Web Services Interface
GPS, Smart Phone
in Vehicles

Dynamic Data Driven
Calculation to Traffic
Signal Control

Sensor Module

DDDAS

Web Services Interface

Dynamically
Push Data

Web Services Interface

Potential Field Method

Web Services Interface

Dynamic Data Driven
Calculation to Vehicle
Navigation

Traffic Signal
Control Module

Data Preprocessing

Real-Time Data Collection

Web Services Interface

Data Source
Sensor

Web Console Clients (HTTP)

Vehicles
Intersection Information

Figure 1. The Model of the Service-Oriented Dynamic Data Driven Application Systems to Urban Traffic Management
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Table 2. Web Services Types of Dynamic Data
Type No.

Type Name

Dynamic Data

Step 2: Calculating the cumulative weighted value for the tree

WSType1

WSIntersection

The density, speed, and car
flow data from roadside sensors

WSType2

WSSignal

The spilt ratio, cycle time,
offset time, current light status,
and next time to change light
status data from traffic signal
controller.

The second step is to calculate the cumulative total weighted
value for the tree. The aim is to obtain the cumulative weighted
value of each data source to determine its impact on that level.
The detailed DDDT construction steps and calculation algorithm
are described in Section 4.

WSType3

3.2

WSInfo

As shown in Figure 3, the DDDT is built according to the traffic
flow which is illustrated in Figure 2. This step is to calculate a
weighted traffic volume by accumulating all traffics. For a
weighted configuration, we can set the impact values to each level
in DDDT with 1.0 (Level 1), 0.5 (Level 2), 0.25 (Level 3), and so
on. The nodes further away from the root (target intersection)
have less impact on the target, so they have less weight due to
more possible options.

The regular information of each
road section. (e.g., road length).

Algorithm

The main goals of this algorithm in our framework are: 1) to
decide and get required dynamic data precisely generated by
sensors, and 2) to produce an effective optimal solution by a
heuristic optimal algorithm. DDDAS to traffic management
problem is located in a distributed, dynamic, and real-time data
environment. We propose a rapid calculation method in our
framework, called Dynamic Data Driven Tree (DDDT) algorithm,
which consists of three steps. The research will make use of
vehicle navigation as an example to demonstrate.

1

2

Step 1: Constructing a dynamic data driven tree (DDDT)

1

2

6

Level=2 ; W=0.5

The purpose of this step is to use real time traffic information of
each intersection to determine which service data is needed (if it is
needed, then get the next level node, else prune the tree node), and
then builds a dynamic data driven tree (DDDT) to represent the
data. An example of vehicle navigation is shown in Figure 2.
Moreover, we stop and prune tree nodes when the target node is
identified. The first step to construct a dynamic data driven tree is
to determine the required data sources to calculate impact of each
related roadside or intersection information caused by
congestions. By the way, the indication of directions in vehicle
navigation and traffic signal control are reverse. It means that
moving cars drive to the target intersection will impact its
congestion degree in prediction of traffic situation.

Start

Direction 2

Direction 1
Level=1 ; W=1.0

3

7

4

4

Goal

Level=3 ; W=0.25
5

5

6

2

5

Figure 3. The Impact Weighted Value and Congestion
Information for the Tree
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Figure 2. From Intersection or Roadside Information to Dynamic Data Driven Tree for Vehicle Navigation
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Although there are only two directions in Level 1 illustrated in
Figure 3, we assume that each node normally has 4 possible
directions (up, down, left, and right) which correspond to 4 other
nodes in the Level 1 of DDDT. In Level 2 and Level 3 etc, we
assume that vehicles cannot go back, so there will be only at most
3 possible (directions) nodes. Therefore, there are 4*3 nodes (12
possible choices) in Level 2, and 4*3*3 nodes (26 possible
choices) in Level 3. Consequently, the cumulative weighted
values of all three levels should can be summarized as follows
(Level 1: 1.0x4x3x3), 6 (Level 2: 0.5x4x3), and 1 (Level 3:
0.25x4).
The following equation shows the formula to calculate the
weighted volume of traffic moving from different directions to a
target intersection. In Figure 3, for example, the top node 1’s
weighted values is derived from the cumulative weighted values
of Direction 1 and Direction 2.
Equation (1):
( )

∑ ∑( ( )

(

))

two nodes) in the next child path of DDDT is more than the total
car density data value from the designated group of paths
multiplied by a default threshold value.
Table 3 shows a BFS-like algorithm using queue data structure to
represent the steps. We suppose that an urban traffic network
which has a large volume of traffics and numerous road
intersections to allow cars moving to their desired places. The
input of the DDDT algorithm is a position of a target intersection
in a network, and the output of the algorithm is a dynamic data
driven tree and congestion information for each possible path.
Prior to that, the relationship among these intersections is
represented as a hierarchal tree, so the value of a node (traffic
volume in one intersection) in a level is contributed by other
nodes in the sub-levels (other intersections). Any change on a
node could have knock on effect on others, so we called it a
dynamic data driven tree. Once the request has been given to the
algorithm, it triggers different nodes, but the control flow of
calculating traffics depends on the data generated by the
simulation and the structure of the DDDT. It becomes a dynamic
data driven application.
Table 3. Homogeneity Dynamic Data Driven Tree Algorithm

Where:
k: The car possible travelling directions at the root of the DDDT
L: The level of Dynamic Data Driven Tree (DDDT)
i: The node which is an intersection with a chosen direction in
each level.
W(L): Each level having its weighted value that represents the
impact on traffic congestion of a target intersection.
Edgek (L, i, j): The car density data from one intersection i to
another one j at level L. (Such as from intersection i=1 to
intersection j=2 at level L=1 and direction k=1.)
Step 3: Prediction Strategy
The third step is to find a best solution using a prediction strategy
for traffic signal control (cycle time, split ratio, and offset) and
vehicle navigation (travel paths) according to the situation at that
point of time. We use a predefined prediction strategy for traffic
signal control, and modified potential field method in this step for
vehicle navigation. We describe the proposed method in details in
Section 5 and Section 6.

4.
DYNAMIC DATA DRIVEN
CALCULATION
In this research, we assumed that there are four types of dynamic
data in traffic management. As described in Section 3, we have to
build dynamic data driven tree for each dynamic data type, then to
decide whether it should trigger the next level of dynamic data or
not. Thus, the dynamic data driven calculation approach can be
divided into homogeneity and heterogeneous dynamic data.

4.1

Homogeneity Dynamic Data Driven

For system performance and efficiency, the dynamic data driven
calculation approach decides how deep homogeneity dynamic
data have to drive, and then get the required data through web
services interface. The basic principles to add node to
homogeneity DDDT are as follows and illustrated in the Table 3
algorithm: 1) the next child node is identified as the goal or
destination; 2) the number of vehicles (car density data between
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In the algorithm, i is the intersection node that is the initial input; j
is all neighbouring intersection i; cardensity(i,j) is the traffic
density volume data travelling from intersection i to intersection j;
intersection(i) is traffic volumes moving from intersection i to
other intersections. In other words, it is the sum of all traffic
volumes travelling from intersection i to neighbouring
intersections; total is the sum of the total traffic volume of
selected intersections in all previous levels in DDDT; level(i) is
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intersection i’s level in DDDT. We also set a threshold to
determine if each traffic volume data has any significant influence
on the target intersection. It represents the congestion impact of
cardensity(i,j) to the target intersection is less than the threshold
value in all the road intersections selected previously. The
threshold equation is shown as follows.

8/23
=0.34

3/23
=0.13

Level 1

6/23
=0.26

6/23
=0.26

( )

Equation (2):

()

I=2

Heterogeneous Dynamic Data Driven

4.2

I=23

We assume that the traffic congestion is mainly caused by high
car density, heavy traffic, slow car speed, and inappropriate traffic
light control so that the four heterogeneous dynamic data need to
be driven by the algorithm accordingly. We set their impact to
congestion of heterogeneous dynamic data in priority 1) density,
2) speed, 3) car flow, and 4) traffic signal information. The
process of triggering the heterogeneous dynamic data is described
as follows: The first dynamic data congestion value of each path
can be calculated from its DDDT via Equation 1, and then we
select two directions which have the best accumulative weighted
value. If their difference is within 0.2 (in minimum range so that it
is hard to determine), the next highest priority heterogeneous
dynamic data in DDDT will be evaluated.
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Figure 4. The Dynamic Data Combination Block in Time
Point 1
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Figure 6. The Dynamic Data Combination Block in Time
Point 2
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4.3
The Movement of Data Block by
Dynamic Data Driven
We design a simple scenario to show the movement of data block
by dynamic data driven in Figure 4 and Figure 6 in order to
illustrate the proposed algorithm. A data block is the number of
data to be collected for analysis and prediction at time t. It links
up all the required data sources for collection. Moreover, the
targeted data block will change at different time T (t, t+1, t+2,..n
and n is a positive integer) due to dynamic nature of data and their
status change based on the proposed algorithm. In this scenario, it
assumes that all directions for every intersection have the same
car flow rate, but in a complex traffic environment the car flow
rate in each direction of intersections may not the same. The
threshold value of algorithm in this case is 0.1. In time t, the
traffic flow data is initialized and shown in Figure 4. In the
construction process of dynamic data driven tree, the traffic car
flow data from top, left, bottom, and right are 3, 8, 6, and 6
respectively (the total car flow of a target intersection is 23).
Therefore, it gets 4 key rate values by DDDT algorithm from 4
directions of target intersection (black node). These are 0.13, 0.34,
0.26, and 0.26, and all of them are higher than the threshold (0.1),
so we retain them in level 1 of DDDT. Then we calculate the key
rate values in level 2 of DDDT for four retained directions and to
check if each key rate value is higher than threshold.

I=17

Level 3

2/23
=0.09
X

I=9

0/40 4/40
=0 =0.1
X
I=24

I=4

10/23
=0.43

I=22

5/40
=0.13

I=9

6/62 7/62 9/62
=0.1 =0.11 =0.15

I=21

I=15

I=12

1/79 7/79 9/79 9/95 10/95 5/95 1/94 3/94 3/99 4/99 2/99 9/111 7/111 5/111 2/105 6/105 7/105 5/102 7/102
=0.01 =0.09 =0.11 =0.1 =0.1 =0.05 =0.01 =0.03 =0.03 =0.04 =0.02 =0.08 =0.06 =0.05 =0.02 =0.06 =0.07 =0.05 =0.07
X
X
X
X
X
X X
X
X
X
X
X
X
X
X
X

Figure 7. The Dynamic Data Driven Tree Construction
Process in Time Point 2
The detailed DDDT building process is showed in Figure 5 and
Figure 7. Consequently, the data block is finally established by the
dynamic data driven algorithm shown in Figure 4. In this case,
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because the lower-left corner has high influence to traffic
condition, the heavy traffic appears in the lower-left area. After a
period of time, we modify the car flow information in the traffic
system at time t+1. The traffic flow data of each road intersection
in upper-right part of Figure 6 increases by 4, and in lower-left
part reduces by 4. Then, the dynamic data block of time t+1 is
assembled by DDDT in the right part of Figure 6. From this result
of the simple scenario, we can see the movement of data block by
dynamic data driven from time t to time t+1.

5.

Traffic Signal Control Strategy

The traffic signal control systems usually calculate three factors,
cycle time, split ratio, and offset, to regulate traffic flow, and
therefore we design control strategy in prediction module to
manipulate these three factors. Cycle length refers to the time
required for a traffic light to circulate from a particular state (e.g.
a green light) to other states and back to the initial state. In reality,
cycle time is set to a range somewhere between 40 and 120
seconds, depending on traffic volume. A split is a segment of the
cycle length allocated to each phase or interval that may occur.
Meanwhile, the offset is the time difference for the same phase
between two traffic lights at two intersections.

5.1

Cycle time

Our cycle time strategy is divided into two steps for predicting
traffic congestion situation next cycle, 1) Decide absolute cycle
time according to traffic congestion at the intersection; 2) Adjust
cycle time based on local area traffic. Table 4 shows how cycle
time is set according to the intersection congestion condition in
step 1. Traffic congestion is measured using intersection(i) for
each intersection. In this case, we can have three types of cycle
time (C1: light traffic: 40 seconds, C2: normal traffic: 60 seconds,
and C3: heavy traffic: 80 seconds.)

A2: normal traffic: +0 seconds, and A3: heavy traffic: +10
seconds.) Cycle time is set to 60 seconds in general cases. It will
be applied to our experiments for the fixed sequence traffic signal
control strategy.

Table 5. Cycle Time Adjustment for Traffic Light
Type

Traffic condition

Cycle time adjustment

A1

Ci <= 0.33

-10 sec

A2

0.33 < Ci <= 0.66

+0

A3

Ci > 0.66

+10 sec

Split ratio

5.2

As shown in Table 6, WeightedValue(Horizontal) and
WeightedValue(Vertical) indicate the predicted vertical and
horizontal traffic volumes respectively. We deducted the weighted
value of car flow from car stop time at first level of intersections
in split calculation, because it would not affect prediction outcome
for the next cycle traffic congestion. The split ratio is set in
proportion to the ratio of vertical traffic volume/horizontal traffic
volume. The split ratio, however, is limited to 8:2 to 2:8.

Table 6. Split Ratio for Traffic Light

Cycle time *

Split
Vertical

(

∑

Split
Horizontal

)

(

Cycle time *

(

∑

)

( ))

(

)
(

(

)

( ))

Table 4. Cycle Time for Traffic Light

Offset

Type

Traffic condition

Cycle time

5.3

C1

intersection(i) <= 20

40 sec

C2

20 < intersection(i) <= 40

60 sec

To decide whether synchronize traffic lights between intersections
by traffic flow to shorten time difference for a smooth traffic flow.

C3

40 < intersection(i)

80 sec

6.
Equation (3):
()
∑

(

( ))

Where:
: The traffic condition in a local area for each intersection i
intersection(i): The sum of all car flow from neighbouring nodes
to node i
WeightedValue(k): The calculated weighted value from equation
(2)

1)

Virtual attractive force value: the shortest distance between
the next intersection and destination. The shortest distance
the larger attractive force value.

2)

Virtual repulsive force value: the traffic congestion. The
more congested path the larger repulsive force value. We
transfer the result of DDDT calculation which represents
congestion to replace the impact of obstacles.

k: The car flow direction of the target intersection
Then, local area traffic congestion is measured using for each
intersection in Equation 3. According to this reference , we set
the cycle time adjustment from -10 to 10 to represent the
congestion situation in that area. (A1: light traffic: -10 seconds,
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VEHICLE NAVIGATION STRATEGY

The potential field method is one of the famous real-time path
planning approaches and has been used commonly for
autonomous mobile robot path planning. The basic concept of the
potential field method is to fill the robot’s workspace with an
artificial potential field in which the robot is attracted to its target
position and is repulsed away from the obstacles [20-23]. In our
proposed prediction strategy, we modify the traditional potential
field method to suit vehicle navigation in the urban traffic
network. The modified definitions are as follows.
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The following formulas are classical potential functions and
virtual forces:

Equation (9):
( )

The classical attractive potential function is as follows.

(

)(

)

Where WeightedAll is the sum of accumulative total weighted
value of all possible paths at one intersection, WeightedDir is the
sum of the accumulative weighted value to the dedicated path to
the target, and WT is the weighted value of repulsive force to
represent the importance of dynamic data type.

Equation (4):
( )

(

)

Where is a positive constant scaling factor, (
) is the
distance between the vehicle and the goal configuration, and
(
)
.

The attractive force can be obtained as the following formula.

Finally, after we get Fatt and Frep, the total potential field force
for vehicle navigation is the sum of attractive force and repulsive
force. Each path has Ftotal value to represent a congestion degree
of a dedicated path at an intersection (see below).
Equation (10):

Equation (5):
( )

( )

(

)

The modified attractive force formula is represented in the
following formula.
Equation (6):
( )

(

)

Where DistanceAll is the sum of the accumulative weighted
values of all possible directions at intersections in one DDDT
level, DistanceDir is the sum of accumulative total weighted
values to the possible forward direction at intersections in one
DDDT level.

7.
IMPLEMENTATION AND
EXPERIMENTS

The classical repulsive potential function is:
Equation (7):
( )

{

(

(

)

)

( )
( )

) is the
Where is a positive constant scaling factor, (
minimum distance from the vehicle to the obstacle, and
is a
positive constant, i.e. the influence distance of the obstacles.

The repulsive force can be obtained from the following formula.
Equation (8):
( )

( )

(

(

)

Therefore, we can get the total potential field force values of each
path, and then choose the smallest force as the recommended path.
There are some constraints that we have to pay special attentions
in the process of calculating total potential field force and these
are: 1) only taking virtual attractive force value when total density
of DDDT is equal to zero; 2) calculating the highest priority
heterogeneous dynamic data for virtual repulsive force value
when the difference of shortest distance between two paths in
DDDT is less than 0.2; 3) calculating the next highest priority
heterogeneous dynamic data to support prediction if the difference
of accumulative total weighted value between two paths in DDDT
is less than 0.2 (in minimum range so that it is hard to determine);
4) only using attractive force when the car density of the road
section of the shortest path is not high enough (no congestion).

)

(

)

(
) is the unit vector. It stands for the path
Where
from the obstacle to the car.

Because we replace the obstacle influence value with the value
derived from the calculation of DDDT the repulsive force, the
modified repulsive formula is represented as follows.
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In this section, we explain that how we integrate web services
technology to implement a service-oriented dynamic data driven
application systems (SODDDAS) framework to traffic signal
control. Then the simulation design platform, setting parameters,
and experiment results are described in later.

7.1

Web Services Interface

Web services technology provides a solution to integrate
heterogeneous software platforms. It uses Extensible Markup
Language (XML) messages that follow the Simple Object Access
Protocol (SOAP) standard, and there is often a machine-readable
description of the operations offered by the web services written
in the Web Services Description Language (WSDL). The
technology provides a unified and open standard interface for
DDDAS to communicate between different data source objects on
different operating systems or platforms. It not only increases the
feasibility of distributed computing, but also promotes DDDAS’s
efficiency and enhances the communication between data objects.
So we apply web services to our SODDDAS to support data
exchange and communication to urban traffic management
problem. SOAP (Simple Object Access Protocol) is a simple
XML-based protocol which allows the applications to exchange
information over HTTP. In other words, SOAP is a protocol for
accessing web services. It provides a way to communicate
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between applications running on different operating systems, with
different technologies and programming languages. SOAP already
became a W3C recommendation in June 2003. The other key in
web services is WSDL (Web Services Description Language). It
is a document written in XML language for describing web
services and how to access them. It specifies the location of the
service and the operations (or methods) the service exposes. It
also became a W3C recommendation open standard in June 2007.
A WSDL document describes web services using following major
elements.
1) <types>: The data types used by the web services (such as
XSD).
2) <message>: an abstract, typed definition of the data being
communicated.
3) <operation>: an abstract description of an action supported by
the service.
4) <portType>: an abstract set of operations supported by one or
more endpoints.
5) <binding>: a concrete communication protocol and data format
specification for a particular port type.
6) <port>: a single endpoint defined as a combination of a binding
and a network address.
7) <service>: a collection of related endpoints.
When we use the proposed algorithm in constructing DDDT and
compute each weighted data value in DDDT, we can send a
SOAP message to the next related data service according to the
methods described in WSDL document. Moreover, users and
external applications can also use web services interface through
HTTP protocol to obtain traffic flow data, traffic signal
information, or road section information. Consequently, web
services technology provides an efficient and standard data
exchange interface in distributed environment. Figure 8 shows an
example of WSDL XML document that applies the proposed
SODDDAS to calculate weighted car flow information for traffic
intersections.

<wsdl:types>
<element name="CalculateDensityInput">
<complexType>
<sequence>
<element name="CurrentLevelTotalDensity" type="xsd:int"/>
<element name="ParentNodeID" type="xsd:int"/>
<element name="Level" type="xsd:int"/>
</sequence>
</complexType>
</element>
<element name="CalculateDensityOutput">
<complexType>
<sequence>
<element name="TotalDensity" type="xsd:int"/>
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<element name="ParentNodeID" type="xsd:int"/>
<element name="Level" type="xsd:int"/>
<element name="ListNeighborNode" type="List_Node"/>
<element name="Cost" type="xsd:double"/>
<element name="Direction" type="xsd:int"/>
</sequence>
</complexType>
</element>
<wsdl:message name="CalculateDensityRequest">
<wsdl:part element="tns:CalculateDensityInput"
name="parameters"/>
</wsdl:message>
<wsdl:message name="CalculateDensityResponse">
<wsdl:part element="tns:CalculateDensityOutput"
name="parameters"/>
</wsdl:message>
<wsdl:portType name="DensityPortType">
<wsdl:operation name="CalculateDensity">
<wsdl:input message="tns:CalculateDensityRequest"/>
<wsdl:output message="tns:CalculateDensityResponse"/>
</wsdl:operation>
</wsdl:portType>
<wsdl:binding name="DensityHttpBinding" type="tns:
DensityPortType">
<soap:binding style="document"
transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl:operation name="CalculateDensity">
<soap:operation soapAction=""/>
<wsdl:input name="CalculateDensityRequest">
<soap:body use="literal"/>
</wsdl:input>
<wsdl:output name="CalculateDensityResponse">
<soap:body use="literal"/>
</wsdl:output>
</wsdl:operation>
</wsdl:binding>
<wsdl:service name="CalculateDensityService">
<wsdl:port name="DensityHttpPort" binding="tns:
DensityHttpBinding">
<wsdlsoap:address location="http://localhost/CalculateDensity"/>
</wsdl:port>
</wsdl:service>
Figure 8. Example of WSDL Document in SODDDAS to
Traffic Signal Control
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Figure 9. The Traffic Condition in System Simulation

7.2

Simulation Design



We designed a simulation platform to evaluate this approach.
Figure 9 shows the screen capture of the traffic condition in
system simulation. The common parameter settings used in the
present simulation are shown below:



A.
B.
C.
D.

Traffic map configuration
A.
B.
C.



This simulation has 21(7 columns x 3 rows matrix)
traffic lights in the network.
All roads are two-lane traffic.
The distance between two intersections is 250 pixels on
the screen that stands for 500 meters.

Car configuration
A.

The possibility of direction of vehicles heading in an
intersection is distributed as straight (50%), left (25%),
and right (25%).
B.
Moving constrains: 1. Cars cannot reverse 2. Cars must
stay in the map.
C.
The car speed may vary and is determined by the
distance between two cars, as follows:
i.
Car Speed = 80 km/h when distance >=180m.
ii.
Car Speed = 50 km/h when 90m <= distance <
180m.
iii.
Car Speed = 25 km/h when 4m <= distance <
90m.
iv.
Car Speed = 10 km/h when distance < 4m.

7.2.1

Traffic signal control

The total of a simulation time for one round is set to 60 minutes.
We also set the special parameter settings in the simulation
platform for traffic signal control.
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Traffic flow configuration



Initially, cars start from two sides of the first column in
the traffic grid, and their interval is 2 seconds.
Only use car density as the dynamic data in this case.
We set a threshold to get three levels in DDDT.
The impact value of the weighted configuration for each
level in DDDT is set as 1 for level1, 0.5 for level 2, and
0.25 for level 3.

Traffic signal fixed time method configuration
A.

There are three fixed cycle time methods, and they are
set to 40 seconds, 60 seconds, and 80 seconds.
B.
Split ratio rate are all 1:1 in three fixed time methods.
C.
The signal light (green or red) and elapsed time are
generated randomly.
Lastly, we set two evaluation criteria to evaluate this approach
namely average delay time and average number of stops to the
vehicles of the simulated traffic network.

7.2.2

Vehicle navigation

We compare the proposed approach with Dijkstra algorithm using
a traffic simulation platform for vehicle navigation. Dijkstra is a
well-known graph search algorithm to solve the single-source
shortest path problem, but it does not consider other dynamic data.
The special parameter settings for used for the simulation are
described in the following subsections.



Traffic flow configuration
A.

B.

Initially, cars start from two sides of the third row and
from the bottom up of all the 7 columns in the traffic
grid, and the interval is 8 seconds.
Cars used PFM and Dijkstra methods enter the traffic
map after 200 seconds from the top of second (PFM)
and sixth (Dijksta) column respectively.
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Traffic signal control configuration
A.
B.



The cycle time is set to 40 seconds, and the split ratio
rate is 1:1.
The signal light (green or red) and elapsed time are
generated randomly.

Modified potential field method configuration
A.
B.

C.

D.



Only use car density as the dynamic data in this case.
We set a threshold to get three levels in DDDT. If the
next node in DDDT is out of the map in three levels, we
add appropriate accumulative weighted value as the
complementary repulsive force.
The constant values are set as ξ= 2, = 1, WT = 1,
= 0 in PFM, because we assume the distance to
destination is an important factor for navigation.
We assume the traffic congestion situation will not be
affected by the level of distances, so the impact value of
the weighted configuration for each level in DDDT is
set as 1.

Dijkstra method configuration
A.

The priority for choosing path is up, down, left, and
right when their distances are the same.

number of stops in Figure 10. The results does not only show our
proposed DDDT algorithm method having performed better than
the other method in three different cycle times, but also it
improves the performance in vehicles average number of stops by
43.7% that is compared with the Fixed-40 method. Then we
analyzed the results of vehicles average delay time shown in
Figure 11. The results also showed the proposed algorithm work
better than the other. It outperformed the Fixed-80 method by
improving 70.62% in average delay time.

Average Delay Time
Delay Time (seconds) / per 5 minutes



16000
14000
12000
10000
8000
6000
4000
2000
0
1-5

6-10 11-15 16-20 21-25 26-30 31-35 36-40 41-45 46-50 51-55 56-60

Time (per 5 minutes)

Lastly, we use average vehicle travelling time to evaluate the
proposed dynamic data driven approach and to compare with
Dijkstra algorithm.

7.3

Simulation Results

7.3.1

Results of traffic signal control

Stop number / per minute

Fixed-40

Fixed-60

Fixed-80

Figure 11. The Vehicles Average Delay Time in System
Simulation

Results of vehicle navigation

7.3.2

Average Stop

Algorithm

Table 7 and Table 8 show the simulation results from exercising
two vehicle navigation strategies. In the simulation, the car used
PFM entering from the top of second column, and another one
used Dijkstra method entering from the top of sixth column in the
traffic map. Moreover, we designed seven experiments by varying
destinations that are from different columns in the bottom row
which can be found at Column one in Table 7 and Table 8.

0.90
0.80
0.70
0.60
0.50
0.40

Table 7. Simulation Results of PFM Approaches

0.30
0.20
1-5

6-10 11-15 16-20 21-25 26-30 31-35 36-40 41-45 46-50 51-55 56-60

Time (per 5 minutes)
Algorithm

Fixed-40

Fixed-60

Fixed-80

Figure 10. The Vehicles Average Stop Number in System
Simulation
We used vehicle flow in the simulation to evaluate the
performance of the DDDT algorithm signal control strategy. We
also made a comparison with the fixed time signal control strategy
in three different cycle times (these are 40 seconds, 60 seconds,
and 80 seconds.) We first look at the results of vehicles’ average
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Average PFM Travelling Time

Goal
1

2

3

4

5

6

Avg.

G(1,3)

118

110

111

113

111

118

114

G(2,3)

56

56

58

55

56

82

61

G(3,3)

93

93

115

115

116

116

108

G(4,3)

117

157

131

158

132

132

138

G(5,3)

180

151

132

193

141

136

156

G(6,3)

198

178

178

175

168

180

180

G(7,3)

180

223

220

195

193

188

200

Total

955 seconds
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In each experiment, PFM and Dijkstra approaches have been
iteratively executed for 6 times in order to obtain their travelling
time. Table 7 and Table 8 show the results. If the results of two
prediction strategies have the same accuracy and efficiency, the
difference between these average travelling times should be close
to zero. The results apparently show that the proposed approach
outperforms Dijkstra method by improving 24.43% of travelling
time in average.
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1
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3

4

5
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307

G(2,3)
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215
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ABSTRACT
Wireless Embedded Systems (WEBs) has attracted significant interest in recent years, for instance, Wireless Sensor
Networks (WSN), have recently been in the limelight for
many domains. The characteristics of WEBs have imposed
various restrictions on their system designs. Since embedded
systems usually are developed by low-cost hardware, one major challenge in the development of many WEBs applications
is to provide high-security features with limited resources.
In this paper, we propose a novel key establishment scheme,
named half-key scheme that based on the well-known random key pre-distribution scheme and DDHV-D deployment
knowledge to provide resource-efficient key management in
WEBs with reduced memory space requirements and better
security enforcement. The capability of the proposed approach is evaluated by an analytical model and a series of
experiments.1

Categories and Subject Descriptors
C.2.0 [Computer Systems Organization ]: Computer
Communication Networks-General—Security and protection

General Terms
Security, Embedded Systems

Keywords
Wireless embedded sensor systems, Data delivery, Security,
Key management

1. INTRODUCTION
In recent years, wireless embedded systems (WEBs) has attracted wide attention due to their suitability for monitoring complex physical world phenomena[20, 21, 26, 32, 33].
WEBs has enabled various applications in many domains
such has environment monitoring[15], home and industrial
automation [25, 27], cyber-physical systems [17, 22], ubiquitous computing [19], security enforcement and surveillance
[29], military systems [1]. It plays a vital role in sensing,
1
This work is based on an earlier work: RACS ’11 Proceedings of the 2011 Research in Applied Computation Symposium, Copyright 2011 ACM 978-1-4503-1087-1/11/11.
http://doi.acm.org/10.1145/2103380.2103433
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gathering and disseminating information about environmental phenomena. An instance of WEBs, a Wireless Sensor Networks, usually consist of a large number of batterypowered wireless embedded sensor systems and some base
stations. To secure WEBs, the data transmission must be
encrypted and authenticated. Since WEBs usually are developed by low-cost hardware, one major challenge in the
deployment of many WEBs applications is to provide highsecurity features with limited resources.
To provide good protection for wireless embedded systems is
an important issue, there are a lot of research results based
on key encryption and/or management have been proposed
to enhance the security of wireless embedded sensor systems. Beside those excellent works on key encryption [14,
23, 36, 38], key renewal scheme [13, 28], lightweight authentic bootstrapping [7], many researchers have also made their
effective key management schemes, such as those in [3, 4, 5,
6, 10, 12, 18, 34, 35, 37], in the past few years. Tseng [24]
proposed an authenticated group key agreement protocol for
resource-limited mobile devices. A detailed survey of such
schemes is provide by Xiao et. al. in [31].
Eschenauer and Glicor proposed a random key pre-distribution scheme (RKPS) is one of effective solutions, in which
each wireless embedded sensor node is randomly assigned a
subset of keys from a key pool before the deployment [6].
The RKPS consists of three phases: key pre-distribution,
shared-key discovery, and path-key establishment. If two
neighboring nodes share one key, then a direct link could
be established. A q-composite random key pre-distribution
scheme [3] extends the random key pre-distribution scheme
by requiring two adjacent communicating sensor nodes to
share at least q keys. The rationale behind the extension
is to provide a higher resilience for key management. Liu
and Ning [10] takes advantage of the location information
to improve the network connectivity. In order to reduce the
storage requirements of wireless embedded sensor systems
and/or resolve the scalability issue, researchers have proposed group-based or deployment-information-based methodologies, e.g., [5, 11, 37, 39]. Although the probability to have
two wireless embedded sensor systems sharing common keying information increased, a significant amount of keying
information had to be pre-loaded to each wireless embedded
sensor node, regardless of whether a piece of information

50

would be used in the future. Perrig, et al. [16] considered
a secure architecture in which each node shares a secret key
with the base station. Two sensor nodes must use the base
station as a trusted third party to set up a new key. Lai, et
al. [8] proposed a session key negotiation protocol based on
a signal master key pre-deployed at sensor nodes. Wong and
Chen [30] considered key exchanging for low-power computing devices, where one of the participants must be a powerful
server.
While many previous work and implementations were done
on network connectivity and link compromising after node
capturing, this paper focuses its study on the reducing of
the memory space requirements of a sensor network on key
pre-distribution and the providing of better security enforcement in sensor data delivery. We propose a half-key approach based on well-known DDHV-D scheme [5] to provide
resource-effective key management. We present an analytical model to exploit the properties of the proposed approach
on connectivity, the number of session key candidates, and
link compromising after node capturing. The capability of
the proposed approach is evaluated by a series of experiments, for which we have very encouraging results.
The rest of this paper is organized as follows: Section 2 reviews some related schemes which will be used as a building
block of our main scheme, which is described in Section 3.
In section 3, we propose a half-key space key management
scheme. We provide the analytic model in Section 4. Section 5 provides performance evaluation. Section 6 is the
conclusion.

2. PRELIMINARIES
2.1 Background Schemes
In practice, it is quite common that a group of wireless embedded sensor nodes are deployed around a single deployment point. Such a group-based deployment model is modeled as follows: ℵ nodes are deployed into an arbitrary target
field Sf , and the location of each node i(i = 1, ..., ℵ) follows some distribution of probability density function (pdf)
fi (x, y), where (x, y) ∈ Sf is the coordinates of the node.
The sensor nodes that are to be deployed are divided into
t × n equal size groups Gi,j for (i = 1, ..., t and j = 1, ..., n),
where (i, j) is called group (and grid) index. The center
(xi , yj ) of each grid Gi,j is called deployment point, which
is the desired location of the nodes of the corresponding
group. Because of the randomness in the deployment process, a group of nodes may spread into a local area around
the deployment point to which the group of nodes should
be deployed. Hence, DDHV-D assume the real location of
each group of nodes follows some distribution fi,j (x, y) =
f (x, y, µx , µy ), where (µx , µy ) ∈ Sf is the coordinates of deployment point for the group.
If we consider normal distribution of deployed nodes. Let
us considering nodes dropping from a helicopter. Assume
the deployment distribution for any node u in group Gi,j
follows a two-dimensional Gaussian distribution. When the
deployment point of group Gi,j is at (xi , yj ), the pdf for
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node u in group Gi,j is the following [9]:
2

f (x, y|u ∈ Gi,j ) =

2]

−[(x−µx ) +(y−µy )
i
j
1
2σ2
e
2
2πσ

(1)

where σ 2 is the variance of distribution.
Given the global key-space pool S and the overlapping factor a and b. Let us use |Sc | to represent the size of Si,j
(for the sake of simplicity, we let all Si,j have the same size
in this paper). DDHV-D follows below procedure to select
key spaces for each key-space pool Si,j . First, key spaces
for the first group S1,1 are selected from S; then, key spaces
for the groups in the first row are selected from S and their
left neighbors. After that, key spaces for the groups in the
second row to the last row are selected from S and their left,
upper-left, upper, and upper-right neighbors. For each row,
DDHV-D conducts the process from left to right.
After the deployment of nodes, let ξ(ij, i′ j ′ ) represents the
number of shared key spaces between the deployment groups
Gi,j and Gi′ ,j ′ . A key pre-distribution scheme using DDHVD deployment knowledge ξ(ij, i′ j ′ ) can be computed as follows:

ξ(ij, i′ j ′ ) =


|Sc |,



a|S

c |,


b|Sc |,






0,

when (i, j) = (i′ , j ′ );
when (i, j) and (i′ , j ′ ) are
horizontal or vertical neighbors;
when (i, j) and (i′ , j ′ ) are
diagonal neighbors;
otherwise.

Besides, to provide a better resilience, the DDHV scheme
combines Blom scheme [2] to provide an important threshold
property, which is called λ − secure: as long as no more λ
nodes are compromised, all communication of links of noncompromised nodes remain secure. The DDHV [4] scheme
assume some agreed-upon (λ + 1) × ℵ Vandermonde matrix
G over a finite field GF (~), where ℵ is the size of the network
and ~ > ℵ. This matrix G is public information and may be
shared by different systems; even adversaries are allowed to
know G. During the key generation phase, the sink creates
a random (λ + 1) × (λ + 1) symmetric matrix D over GF (~),
and computes an ℵ × (λ + 1) matrix A = (D · G)T , where
(D · G)T is the transpose of D · G. Matrix D must be kept
secret, and should not be disclosed to adversaries or to any
sensor nodes. Because D is symmetric, it is easy to see that
A·G = (D·G)T ·G = GT ·DT ·G = GT ·D·G = (A·G)T (2)
i.e., A · G is a symmetric matrix. If we let K = A · G, we
know that Kij = Kji , where Kij is the element in the ith
row and jth column of K. The idea is to use Kij (or Kji )
as the pairwise key between node i and node j. Each node
u just only need to (1) store the uth row of matrix A and
(2) store the uth column on matrix G. Nodes i and j would
be able to compute Kij and Kji in the following manner by
these two node independently:
Kij = Ac (i) · G(j) = Ac (j) · G(i) = Kji .

2.2 Motivation
The storage unit of keys or key space in related work usually
is a full size of key or a full size of key space. For example,
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in DDHV[4], the size of a key space matrix Ai would be
(λ + 1) × 64 bits if the size of a common key is 64 bits.
This is because the key space matrix G is defined over a
finite field GF (264 ). This work is motivated by the memory
limitation in key maintenance of wireless sensor networks.
We are interested in half-key space predistribution scheme
so that nodes do not need to store full size of keys or key
spaces. Instead, in the proposed scheme, the sensor nodes
store half size of keys or key spaces and the common session
key could be concatenated by two half key when they need
to communicate each other.

3. THE HALF-KEY SPACE
PRE-DISTRIBUTION SCHEME
The goal of this scheme is to allow sensor nodes to derived
common session keys with each of their neighboring nodes
after deployment. Our scheme consists of two phases: keyspace predistribution and session-key establishment. The
behaviors of key-space predistribution is similar to the DDHVD scheme [5], but, because a session key is derived by two
half keys, this phase is considerably different.

3.1 Offline Phase: Key-Space Predistribution
In this phase, we first generate a global key-space pool with
|S| half-key spaces. Since one session key could be concatenated by two half keys, the size of each half-key space is
only half of a full key space. This phase is conducted offline and before the sensor nodes are deployed. Similar to
DDHV-D, we firstly divide the key-space pool S into t × n
key-space pools Si,j (for i = 1, .., t and j = 1, ..., n), with
Si,j corresponding to the deployment groups are deployed
in neighboring (or nearby) locations.

3.1.1 Setting Up of Key-space Pools
Before we describe our proposed scheme, we define a key
space as a matrix D as defined in the previous section. The
size of elements of those matrix are a half of a full key. We
say a node i holds key space D if i stores the secret information, e.g., the corresponding row A(i) of key-space matrix
A, generated from (D, G) using Blom’s scheme. Note that
two nodes can calculate a half key if they hold a common
key space.
Basically, the proposed scheme is follow DDHV-D to set up
the key-space pools. We generate |S| half-key spaces for the
global half-key space pool S. We set the length of a half key
is a half of a full key, e.g., a half key is 32 bits if a session
key is 64 bits. For the global half-key pool S, we use the
following procedure to generate them:
• Step 1: Generating G matrix. We first select a
primitive element from a finite field GF (~), where |~|
is larger than the desired half key length (and also
ℵ
), to create a generator matrix G of size (λ +
~ > 2 t×n
ℵ
1)×2 t×n . Let G(j) represent the jth column of G. We
provide G(j) to node j. Note that since we can make
a new key space by changing the value of matrix D or
matrix G, we fix the matrix G and generate ϕ (where
ϕ = |S|) matrices D for all half-key spaces.
• Step 2: Generating D matrices. We generate ϕ
random, symmetric matrices D1 , ..., Dϕ of size (λ +
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1) × (λ + 1). We call each tuple si = (Di , G) (for
i = 1, ..., ϕ), a key space. We then compute the matrix
Ai = (Di · G)T . Let Ai (j) represent the jth row of Ai .
ℵ
Since each half-key space has 2 t×n
rows, it maybe (only)
shared by two groups of nodes. To avoid two different nodes
store the same row of a half-key space, we need a policy
to assign these secret information to nodes. For each halfkey space pool, we define a half-key space is a local space
if it choose from the global half-key space pool; otherwise,
we define it as a visited space. The following procedure
describes how we choose key spaces for each half-key space
pool of groups:

• For group S1,1 , select |Sc | half-key spaces as local spaces
from the global half-key-space pool S; then, remove
these |Sc | half-key spaces from S.
• For group S1,j , for j = 2, ..., n, select a · |Sc | key spaces
as visited spaces form the half-key-space pool S1,j−1 ;
then, select ω = (1 − a) · |Sc | half-key spaces as local spaces from the global half-key-space pool S and
remove the selected ω half-key spaces form S.
• For group Si,j , for i = 2, ..., t and j = 1, ..., n, select
a · |Sc | half-key spaces as visited spaces from each of
the half-key-space pools Si−1,j and Si,j−1 if they exist;
select ω (defined below) half-key spaces as local spaces
from the global half-key-space pool S and remove these
ω half-key spaces from S.

for j = 1;
 (1 − (a + b)) · |Sc |,
(1 − 2(a + b)) · |Sc |, for 2 ≤ j ≤ n − 1;
ω=
 (1 − (2a + b)) · |S |, for j = n.
c

3.1.2 Key-Space Predistribution

Algorithm 1 shows the procedure of key-space predistribution. Suppose the storage size of each sensor node is τ units
(unit: a full key). Since the size of each half-key space is λ+1
2
2τ
units, each sensor node could store λ+1
half-key spaces. So,
after the key-space pools are set up, for each sensor node
2τ
in the deployment group Gi,j , we randomly select λ+1
key
spaces from its corresponding half-key-space pool Si,j (Step
2); then, for each selected key space, we load the corresponding row of its matrix into the memory of the node. Since
each half-key space might shared by two group of nodes,
i.e., as a local space or a visited space. To avoid collision,
for each half-key space, a node loads the row in the top half
of space if this space is a local space (Steps 3-5); otherwise,
it loads the row in the bottom half of space (Steps 6-8).

3.2 Online Phase: Session-Key Establishment
During the initialization of a sensor network, each node must
discover all of the half-key spaces shared with its neighboring
nodes within its wireless communication range. The discovering of shared half-key spaces could be done by the broadcasting of key-space identifiers among nodes. If the number
of half-key spaces shared between two neighboring nodes is
more than a user-defined threshold q, then we say that these
two nodes could establish a communication link; otherwise,
there is no communication link between these two nodes.
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Algorithm 1: Key-Space Predistribution (for
each node nij.l )
1
2
3
4
5
6
7
8

2τ
for m = 1 to λ+1
do
nij.l randomly select one new key space Ax from Sij ;
if Ax is a local space then
k = l;
Assign A(k) to nij.l ;
else
ℵ
k = l + t×n
;
Assign A(k) to nij.l ;

Algorithm 2: Session Key Establishment
1
2
3

4
5
6

The rationale behind this setting is to avoid potential attacks, due to an insufficient number of session key candidates.
Algorithm 2 shows the establishment of session key. If two
neighboring nodes i and j could have a communication link,
and i wishes to send data to j, then the initialization of the
communication link could be done as follows:
i first randomly picks up one half-key space sx in the common half-key space set of i and j and sends the identifier
idx of the selected half-key space to j. When j receives
the identifier, j also randomly picks up one half-key space
sy in the common half-key space set of i and j and sends
the identifier idy of the selected half key to i. Then, they
can compute the selected half keys, i.e., kx,ij and ky,ij , using Blom’s scheme: Initially node i has Ac (i) and G(i), and
node j has Ax (j) and Gx (j). After exchanging the Gx (i)
and Gx (j), then the shared half key between nodes i and j,
kx,ij = kx,ji , can be computed in the following manner by
these two node independently:
kx,ij = Ax (i) · Gx (j) = Ax (j) · Gx (i) = kx,ji .

Since both nodes share half-key space sx and sy and know
their identifiers, ni and nj could create a session key at each
side by having kx,ij and ky,ij as the prefix and postfix of the
session key, respectively. The session key would be used for
data encryption/decryption until a new session key is generated based on the similar approach. Note that in order
to avoid cryptanalysis attacks, any two nodes involved in
data transmission should change their session keys for every
specified time interval. In the next section, we will exploit
some security-related properties of the proposed half-key approach.

4. ANALYSIS STUDY
The purpose of this section is to propose an analytic model
to provide insights in the performance evaluation of the proposed approach. In this paper, three properties are under
considerations: the number of session key candidates, connectivity, and resilience against node capturing. Connectivity is defined as the probability in which the number of the
half keys shared between two neighboring nodes is no less
than a given threshold q. The number of session key candidates is defined as the minimum number of session keys
possibly being created for data encryption/decryption. Re-
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7

ni randomly picks up one half-key space sx in the
common half-key space set of ni and nj ;
ni sends the identifier (seed) idx of the selected half-key
space to nj ;
After nj receives the identifier, nj randomly picks up
one half-key space sy in the common half-key space set
of ni and nj ;
nj sends the identifier idy of the selected half-key space
to ni ;
ni and nj compute the prefix half key
kx,ij = Ax (i) · Gx (j) = Ax (j) · Gx (i) = kx,ji ;
ni and nj compute the postfix half key
ky,ij = Ay (i) · Gy (j) = Ay (j) · Gy (i) = ky,ji ;
ni and nj derive a session key: ks =kx,ij ||ky,ij ;

silience against node capturing is defined as the percentage
of the secure links that are compromised after a certain number of nodes are captured by the adversaries. Note that the
analysis is complicated by the possibility for nodes in the
sharing of keys or half keys.

4.1 Session Key Candidates Analysis
Under the basic key pre-distribution scheme [6], one single
shared key is required for two neighboring nodes in data
transmission. Because only one shared key is required, the
number of session key candidates would be one for the scheme
[6]. The random key pre-distribution scheme [3] requires any
two neighboring nodes that could communicate with each
other when they share q keys. The number of session key
candidates is at least q. Since the half-key scheme proposed
in this paper creates a session key by merging two shared
half keys, the number of session key candidates is at least q 2
when two neighboring nodes that could communicate with
each other when they share q half keys.

4.2 Connectivity Analysis of Half-Key Space
Predistribution Scheme Using Deployment
Knowledge
Lemma 1. [3] Let p′q be the connectivity of a sensor network under the q-composite key pre-distribution scheme. If
the memory size of each sensor node in the sensor network
is fixed, the connectivity p′q of the sensor network could be
derived by the following equation:
q−1
X
(P − 2K ′ )!(K ′ !)2
((P − K ′ )!)2
′
×
,
pq = 1 −
′
′
2
(P − 2K ′ )!P !
i=0 i!(P − 2K + i)!((K − i)!)

(3)

where K ′ is the number of keys assigned to each sensor node,
and P is the size of the key pool.
Lemma 2. [5] Let A(u, v) be the event that u and v are
neighbors; let B ′ (u, v) be the event that u and v share at least
1
one common key space. The local connectivity Plocal
(i.e.,
the probability of two neighboring nodes being able to find a
common key space) is the following conditional probability:
P r(B(u, v)andA(u, v))
1
′
Plocal = P r(B (u, v)|A(u, v)) =
P r(A(u, v))
P
P
i∈Ψ
j∈Ψ P r(B(ni , nj )) · P r(A(ni , nj ))
=
P
P
i∈Ψ
j∈Ψ P r(A(ni , nj ))

(4)
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Let A(u, v) be the event that u and v are neighbors; let
B q (u, v) be the event that u and v share at least q common
q
key space. The local connectivity Plocal
(i.e., the probability
of two neighboring nodes being able to find a common key
space) is the following conditional probability:
P r(B q (u, v)andA(u, v))
q
Plocal = P r(B (u, v)|A(u, v)) =
P r(A(u, v))
P
P
q
i∈Ψ
j∈Ψ P r(B (ni , nj )) · P r(A(ni , nj ))
=
P
P
i∈Ψ
j∈Ψ P r(A(ni , nj ))

(5)

p(i, j, x) =

Theorem 1. Let pq be the connectivity of a sensor network under the proposed half-key space pre-distribution scheme with a used-defined parameter q. If the memory size
of each sensor node in the sensor network is fixed, the connectivity p′q of the sensor network could be derived by the
following equation:
pq = 1 −

((P − K)!)2

×

(P − 2K)!P !

q−1
X

(P − 2K)!(K!)2

2
i=0 i!(P − 2K + i)!((K − i)!)

,

(6)

where K is the number of half keys assigned to each sensor
node, note that K = 2K ′ , and P is the size of the key pool.
Proof.
mma 1.

The correctness of this theorem follows from Le-

Lemma 3. [5] Let gi = g(zi |ni ∈ Gi ) represent the probability that a sensor node ni from group Gi resides within
the attack circle. The probability gi could be derived by the
following equation:
2
2
2
−1 ℓ + z − R
gi = 1{z < R}[1 − ̟] +
2ℓ cos
(
)fR (ℓ|ni ∈ Gi )dℓ, (7)
|z−R
2ℓz
Z z+R

−

(R−z)2

where ̟ = e 2σ2 and ℓ{.} is the set indicator function
and fR (ℓ|ni ∈ Gi ) is given by Eq. (2).
Lemma 4. [5] Let P r(A(ni , nj )) be the event that node ni
and node nj are neighbors. If the deployment model is normal distribution, the probability P r(A(ni , nj )) of two sensor
nodes ni and nj are neighbors could be derived by the following equation:
P r(A(ni , nj )) =

Z Y

y=0

Z X

x=0

fR (djθ |v ∈ Gj ) · g(diθ |u ∈ Gi ) · dxdy,

(8)

where djθ is the distance between θ and the deployment point
of group j, and g(diθ |u ∈ Gi ) is the probability that the sensor node ni from group Gi resides within the θ-circle.
Theorem 2. If the memory size of each sensor node in
the sensor network is fixed, let B q (ni , nj ) be the probability
of any two nodes ni and nj sharing at lest q key spaces to
form secure communications. B q (ni , nj ) could be derived by
the following equation: B q (ni , nj ) = 1−(p(i, j, 0)+p(i, j, 1)+
... + p(i, j, q − 1)).
Pmin(τ,ξ(i,j)) ξ(i,j) |Sc |−ξ(i,j) k |Sc |−k
( k )( τ −k )(x)( τ −x )
.
where p(i, j, x) = k=0
2
(|Sτc |)
Proof. Let p(i, j, x) be the probability that any two nodes
ni , nj have
 exactly x key spaces in common. Any given node
has |Sτc | different ways of picking its τ key space from the
key pool of size |Sc |. Hence, the total number of ways for
2
both nodes to pick τ key spaces each is |Sτc | . Suppose the
two nodes have x keys in common. The first node select k
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key spaces from the ξ shared key spaces, it then selects the
remaining τ − k key spaces from
 the non-shared key spaces.
For second node, there are kx ways to pick the x common
key spaces. Since the second node only share x key spaces
with the first node, it has to select τ − x key spaces form the
remaining |Sc | − k key spaces from its key-space pool.
Hence, we have
Pmin(τ,ξ(i,j)) ξ(i,j) |Sc |−ξ(i,j) k |Sc |−k
k=0

k

τ −k

|Sc | 2
τ

τ −x

x

Let B q (ni , nj ) be the probability of any two nodes ni and
nj sharing sufficient key spaces to form secure communications. B q (ni , nj ) = 1 − (probability that two nodes share
insufficient keys to form connections), hence B q (ni , nj ) =
1 − (p(i, j, 0) + p(i, j, 1) + ... + p(i, j, q − 1)).

4.3 Resilience Analysis of Half-Key Space
Predistribution Scheme Using Deployment
Knowledge
In this paper, we consider a realistic scenario in which the
adversary intrudes a region inside the WEBs randomly captures and compromises xc wireless embedded sensor nodes
within this region. We assume that the adversary captures
nodes randomly within a region. the region is assumed to
be a circle at point Z(x, y) with radius Rc . We term such
circle as the attack circle and call Rc the attack radius.
Before we present our detailed analysis on resilience, we summarize our approach in the following for benefit of clarity:
based on the above assumptions, we can calculate, among
all sensors in the attack circle, the average number of sensors
that are deployed from each specific group. Since the adversary compromises xc sensors randomly inside the cycle, the
average number of compromised sensors that are deployed
from the specific group can be derived by Lemma 3 and 5.
Then we calculate the fraction of additional communication
that an adversary can compromise based on the information
retrieved from the xc captured nodes in Theorem 3.
Lemma 5. [5] Suppose the adversary captures nodes randomly with a region that is assumed to be a circle at point
Z(x, y) with radius Rc . With N sensors divided into n
sensor nodes. Let xi (x, y, Rc , xc )
groups, each group has N
n
represents the expected number of captured sensor nodes that
are deployed from group Gi . Let Xi (x, y, Rc , xc ) represents
the weighted sum of the numbers of nodes that have been captured from all these groups. The expected number Xi (x, y, Rc ,
xc ) could be derived by the following equation:
Xi (x, y, Rc , xc ) =

ξ(i, j)

X

|Sc |

j∈Ψi
=

X

j∈Ψi




ξ(i, j)
|Sc |

!

· xi (x, y, Rc , xc )

· xc · P

gi
j∈Ψ gj




(9)

Lemma 6. Let c be a link in the key-sharing graph between two nodes that are not compromised, and K be the
communication key used for this link. the probability of c
being broken given x nodes are compromised is:
!
x
X
τ
x τ j
(10)
P r(c is broken|Cx ) =
( ) (1 − )x−j
ω
ω
j
j=λ+1
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where λ is for λ − secure, ω is the size of group pool, and
each node select τ from the group key pool.

Since the event that link c uses the space from Ki and Kj
are independent, so we have

Theorem 3. Let xc be the number of sensor nodes captured by adversary, and r the resilience of the proposed scheme against node capturing. The fraction of compromised
links r of xc nodes being compromised can be derived by the
following equation:

P r(c is compromised|A(u, v) and B(u, v))

2
P
X
1
j∈Ψ p(ξ(i, j)) · P r(A(ni , nj ))

 ·
≤
P
P
′
XY
j∈Ψ p(ξ(i , j))P r(A(ni′ , nj ))
i∈Ψ
i′ ∈Ψ
Z Y
Z X
2
̺ dxdy.
y=0 x=0

P r(c is compromised|A(u, v) and B(u, v))

2
P
Z Y
Z X
X
1
j∈Ψ p(ξ(i, j)) · P r(A(ni , nj ))
2

 ·
f (x) dxdy.
≤
P
P
′ , j))P r(A(n , n ))
y=0
x=0
XY
p(ξ(i
′
′
j
i∈Ψ
j∈Ψ
i ∈Ψ
i
(11)

where

PXi (x,y,Rc ) X (x,y,Rc )
i
f (x) =
( τ )a (1 − τ )Xi (x,y,Rc )−a
a=λ+1
a
|Sc |
|Sc |

Proof.
Let c be the link between u and v and C(x, y)
be the event that the attack circle is centered at (x, y). Let
Ki and Kj be the events that c is derived by key spaces
in Si and Sj , respectively. Due to the fact that C(x, y) is
independent of A(u, v) and B(u, v), we have
P r(c is compromised|A(u, v) and B(u, v))
X X
1 Z Y Z X
≤
{P r1 · P r2
XY y=0 x=0 i∈Ψ j∈Ψ
× P r(c is compromised|Kj and C(x, y) and A(u, v) and B(u, v))
· P r(Kj |A(u, v) and B(u, v))}dxdy.

(12)

where
P r1 = P r(c is compromised|Ki and C(x, y) and A(u, v) and B(u, v))

According to the result given by Du et al. [5], for any of the
|Sc | keys belonged to group Gi that might be used by any
link, we have
P r(c is compromised|Ki and C(x, y) and A(u, v) and B(u, v))
Xi (x,y,Rc ) 
X
τ
Xi (x, y, Rc )
τ
l
X (x,y,Rc )−l
) (1 −
) i
(
|Sc |
|Sc |
l
l=λ+1

(13)

According to the result given by DDHV-D. [5], we have
P r(Kj |A(u, v) and B(u, v)) =

P r((Ki and B(u, v)) and A(u, v))

(14)

P r(A(u, v) and B(u, v))

where
P r((Ki and B(u, v)) and A(u, v))
=

1

X

(nt)2 j∈Ψ

p(ξ(i, j)) · P r(A(u, v)|u ∈ Gi and v ∈ Gj ).

̺ =

PXi (x,y,Rc ) X (x,y,Rc )
i
( τ )a (1 − τ )Xi (x,y,Rc )−a .
a=λ+1
a
|Sc |
|Sc |

5. PERFORMANCE EVALUATION
The purpose of this section is to evaluate the performance
of the proposed scheme, referred to as the Half-Key Predistribution Scheme (HKPS). A simulation model was constructed for performance evaluation, in which nodes and
their neighboring relationship were randomly generated. The
performance of HKPS was evaluated, compared to the qcomposite random key pre-distribution scheme (RKPS) [3].
Note that each node was assigned a subset of keys randomly
picked up from a key pool before the network deployment.
Under HKPS and RKPS, a communication link could be established between two neighboring nodes if they shared at
least q keys, where q was a parameter in the experiments.
The performance metrics for experiments were connectivity, the number of session key candidates, and the resilience
against node capturing.

5.1 Connectivity

P r2 = P r(Ki |A(u, v) and B(u, v))

=

where

(19)

(15)

Figure 1 shows shows the connectivity observed in the experimental results under HKPS-D and RKPS-D (note that
XXX-D denotes the ”XXX” scheme with the deployment
knowledge), where q was set as 1. The Y-axis is for the
connectivity, and the X-axis is for the memory size required
to store half keys or keys in each node under HKPS-D and
RKPS-D. It was observed that the larger the memory space
was, the better the connectivity. It was because the number
of (half) keys stored in each node increased when the memory size increased. HKPS-D outperformed RKPS-D because
the length of a half key (under HKPS-D) was a half of a key
(under RKPS-D). Furthermore, when the memory space for
each node was equal to 40, i.e., a space for 40 half keys,
the connectivity of HKPS-D was close to 0.6. However, the
connectivity of RKPS-D was about 0.3.
1

P r(A(u, v) and B(u, v)) =

1

X

X

(nt)2 i∈Ψ j∈Ψ

P r(A(ni , nj ))P r(B(ni , nj )) (16)

0.9
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So, we have

(17)
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A(u, v) and B(u, v)) · P r(Ki |A(u, v) and B(u, v))
×P r(c is compromised|Kj and C(x, y) and A(u, v) and B(u, v))
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Combing the above Equations and Lemma 6, we have

· P r(Kj |A(u, v) and B(u, v))}dxdy

Connectivity

0.7

P
1
j∈Ψ p(ξ(i, j)) · P r(A(ni , nj ))
(nt)2
P r(Kj |A(u, v) and B(u, v)) =
P
P
1
i∈Ψ
j∈Ψ P r(A(ni , nj ))P r(B(ni , nj ))
(nt)2
P
p(ξ(i,
j)) · P r(A(ni , nj ))
j∈Ψ
=P
P
i∈Ψ
j∈Ψ P r(A(ni , nj ))P r(B(ni , nj ))

(18)

Figure 1: The connectivity of HKPS-D and RKPSD when q = 1.
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Fraction of communications compromised

Figure 2 shows that the resilience against node capturing
under HKPS-D and RKPS-D when λ was set as 0 and q was
set as 1. The X-axis is the number of captured nodes, and
the Y-axis is the ratio of the compromised links against all
links, i.e., the resilience against node capture. It was shown
that our proposed scheme is outperform RKPS-D. Similarly,
Figure 3 shows that the resilience against node capturing
under HKPS-D and RKPS-D when λ was set as 19 and q
was set as 1. Figure 4 shows that the resilience against node
capturing under HKPS-D and RKPS-D when λ was set as
19 and q was set as 9. As shown in the experimental results,
our proposed HKPS-D scheme also significant outperform
RKPS-D scheme.
1
0.9
0.8
0.7
0.6

RPKS-D Worst Group
RPKS-D Worst 10 Groups
RPKS-D Network Average
HPKS-D Worst Group
HPKS-D Worst 10 Groups
HPKS-D Network Average

0.5
0.4
0.3

Fraction of communications compromised

Sensor nodes under experiments were assumed to have the
same memory space and the same number of session key candidates under both HKPS and RKPS, i.e., 1 or 9. The connectivity was set as 0.5 and the storage size was set as 200.
Note that a larger key pool size, in general, provided better security support. Such a implication could be revealed
by the following experiments on the resilience against node
capturing under HKPS and RKPS.
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Figure 3: Resilience against node capturing under
HKPS-D and RKPS-D (m = 200, λ = 19, q = 1).
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5.2 Resilience against Node Capture
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Figure 4: Resilience against node capturing under
HKPS-D and RKPS-D (m = 1200, λ = 19, q = 9).
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Figure 2: Resilience against node capturing under
HKPS-D and RKPS-D (m = 200, λ = 0, q = 1).

6. CONCLUSION
This paper proposes a half-key approach based on the random key pre-distribution scheme [3] and DDHV-D deployment knowledge [5] to provide resource-efficient key management in Wireless Embedded Systems. Distinct from the
past work, this paper focuses its study on the reducing of
the memory space requirements of wireless embedded sensor
nodes on key pre-distribution and the providing of better security enforcement in sensor data delivery. We present an
analytical model to exploit the properties of the proposed
approach on connectivity and resilience against node capturing. The capability of the proposed approach is evaluated
by a series of experiments. It was shown that the analytic
results matched the experimental results very well. The proposed scheme also provides significant improvement on the
two properties in the experiments.
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